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Abstract. We describe an algorithm to efficiently evaluate class group 
actions on supersingular elliptic curves that are oriented by an imaginary 
quadratic order of arbitrarily large discriminant. Contrary to CSIDH, 
this allows to increase the post-quantum security of the group action 
without increasing the size of the base field. In particular, we describe 
instances where Kuperberg’s algorithm loses to generic supersingular 
isogeny path finding. Our algorithm is fully deterministic, strictly con-
stant t ime, dummy free, and can be implemented without conditional
branches. We show that the (restricted effective) group action can be
employed in a non-interactive key exchange protocol, that we argue is
asymptotically more efficient than CSIDH.

Keywords: Isogeny-based cryptography · orientations · class group
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1 Introduction 

Isogeny-based cryptography is an area of post-quantum cryptography. At the 
origin of the field lies CRS [39, 75], a key exchange scheme based on class group 
actions on ordinary elliptic curves. CSIDH [22] replaces ordinary curves with 
supersingular ones, giving rise to the first efficient variant of the protocol. Com-
pared to other post-quantum candidates, CSIDH’s main selling points are its 
small public keys and that it is non-interactive. T he latter feature is especially
compelling; the only practical lattice-based scheme providing a non-interactive
key exchange is Swoosh [48], but it uses public keys that are several orders of 
magnitude larger. CSIDH’s main flaw is that it admits s ubexponential quantum
attacks, due to Kuperberg’s algorithm [54, 55, 72]. Although the precise post-
quantum security of CSIDH is still subject of debate [8, 10, 70], recent analy-
ses [26] are rather unfavorable. This has led to present-day w ork adopting large
parameter choices [12, 13], severely impacting estimates of the practical p er-
formance. The analysis [12, Sec. 7] concludes that—unless significant practical 
improvements are made—CSIDH is unlikely to be practical in real-world appli-
cations, except f rom niche cases where a non-interactive protocol is required.
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This despite an already large body of existing research dedicated to practical
optimizations of the protocol [4, 8, 12, 13, 17, 18, 25, 28– 30, 44, 50, 63, 64, 68]. 

The main problem is that the subexponential quantum attacks force us to 
significantly increase the size of the base field Fp.  In  CSIDH,  we  act  on  super-
singular elliptic curves over Fp by the class group Cl(O) of the imaginary order 
O = Z[π],  where  π denotes the p-Frobenius endomorphism. The size of Cl(O) 
is roughly proportional to | Disc(O)|1 /2, where Disc(O) = Disc(π) = −4p. Since
Kuperberg’s algorithm is subexponential in #Cl(O), this forces the value of p
to be large. Recent estimates [12, 26] of the required size to attain NIST level 1 
range from 2048 to 4096 bits. A crucial factor as to CSIDH’s inefficiency is that 
arithmetic over fields of such large size comes at a significant cost, cf. [12, Sec. 
5.2].

In the more general framework of class group actions on oriented elliptic 
curves, there are methods employing imaginary quadratic orders O different from
the one generated by Frobenius, most notably (PEARL)-SCALLOP [3, 27, 41]. 
These schemes work with supersingular elliptic curves over Fp2 instead of over 
Fp, but—by the method through which the orientation is represented—they are 
restricted by the similar upper bound |Disc(O)| ≤ 4p2. A recent approach [21] 
manages to improve on this constraint, essentially by combining the CSIDH and 
(a generalization of) SCALLOP orientations. Concretely, they consider an orien-
tation by O = Z[

√−dp],  where  d ≤ p2. Although t here are practical limitations,
this allows for discriminants asymptotically of size p3 (still over a base field of
size p2).

Our Contributions 

(i) We describe a method to efficiently represent orientations that allows for 
the discriminant to be arbitrarily large, without increasing the size of the 
base field. We give a practical method to generate such representations on
a supersingular base curve.

(ii) We describe an efficient algorithm for computing the associated restricted 
effective class group action. It is based on an extension of a recent tech-
nique [49] for the CSIDH group action. In particular, the algorithm is fully 
deterministic, strictly constant time, dummy free, does not have conditional 
branches, and allows for the evaluation of arbitrary exponent vectors. More-
over, increasing t he bitsize of the discriminant by a factor r comes at a cost
factor r that parallelizes perfectly across r processors.

(iii) Employing the class group action, we instantiate a non-interactive key 
exchange protocol which is asymptotically more efficient than CSIDH. We 
pro vide a practical example for a 4096-bit discriminant. Our unoptimized
proof-of-concept SageMath [81] implementation outperforms an unopti-
mized SageMath implementation of dCSIDH-4096 [12] by a factor 7 (both 
running on a s ingle core of a laptop CPU).

Main Idea. We will now describe the main ideas behind our approach. Let p 
be a prime number for which p+1 has many small prime divisors. For example,
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the CSIDH-512 prime 

p =  4  · (3 · 5 · .  .  .  · 373) 
73 consecutive primes 

·587 − 1 ≈ 2511 . 

Let Fq = Fp2 and let E/Fq be a supersingular elliptic curve for which E(Fq) ∼= 
(Z/(p +  1)Z)2. Say that we want to represent a (primitive) orientation on E by 
an imaginary quadratic order O = Z[σ] of large discriminant. That is, we want 
to represent a (cyclic) endomorphism σ of E for which 

| Disc(σ)| = 4 deg(σ) − tr(σ)2 

is large. It should be stressed that, in what follows, we will only be concerned
with how to represent such an orientation. How to find one (on a given elliptic
curve E) is a different question (and in practice requires knowledge of the endo-
morphism ring of E); this will be discussed in Sect. 4. The main goal for now 
is to describe a representation that can be efficiently carried through the class
group action.

Assuming that the trace of σ can  be  chosen  small,  we  are  concerned  with  
representing endomorphisms of large degree. A natural first approach would be to 
represent such an endomorphism by its kernel K. However, if we want that K 
E(Fq) (for example, if we w ant to use Vélu isogeny formulae to evaluate the
endomorphism using Fq-arithmetic), then this restricts the degree by deg(σ) ≤
p + 1. A trick appearing in (PEARL)-SCALLOP [3, 41]  is  to  represent  σ as a 
composition of two isogenies ϕ2 ◦ ϕ1, where we are given the kernels of ϕ1 and
ϕ2; this allows for a degree up to (p + 1)2.

The first crucial observation is that nothing stops us from decomposing the 
endomorphism into even more isogenies. Write M = n 

i=1 i =  (p +  1)/4 for the 
product of the odd prime divisors of p +  1,  so  that  E[M ] ⊆ E(Fq).  Let  σ be an 
endomorphism of degree M r, represented as a chain of r isogenies 

E = E1 
ϕ1 −→ E2 

ϕ2 −→ .  .  .  ϕr−1 −−−→ Er 
ϕr −−→ Er+1 = E, 

each of degree M ,  where  ker ϕj = Pj for Pj ∈ Ej (Fq). By choosing r large
enough, this allows for a representation of an endomorphism of arbitrarily large
degree. Note that such endomorphisms can be efficiently evaluated using only
Fq-arithmetic, by computing them as chains of i-isogenies whose kernels are
generated by Fq-rational points.

We are now going to describe how to evaluate the class group action coming 
from O-ideals, in such a way that we can alwa ys keep track of the orientation.
The main idea is based on [49, Algorithm 2], which handles the case r =  2.  Let  
us denote by Qj ∈ Ej(Fq) a point generating the kernel of the dual isogeny
ϕj−1; see Fig. 1.  Let  i | M be one of the small primes. The principal O-ideal 
generated by i factors as 

( i) = ( i, σ)( i, σ̂) = lili.
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Fig. 1. Graphical representation of a full kernel representation of an endomorphism of
length r = 4.

Note that the isogeny ϕ1 : E1 → E2 corresponds to an action by the O-ideal 
n 
i=1 li =  (M, σ), because the kernel P1 of ϕ1 is ker σ ∩ E1[M ].  In  CSIDH’s  

exponent vector notation, where the vector (s1,  .  .  .  ,  sn) corresponds to the ideal 
n 
i=1 l

si 
i , this corresponds to (1,  .  .  .  ,  1). Similarly , the isogeny ϕ1, whose kernel

is generated by Q2, corresponds to the action by the ideal n
i=1 li on E2, with

exponent vector (−1, . . . ,−1).
Suppose now that we want to evaluate the action on E1 by an ideal of the 

form a = n 
i=1 l

si 
i , where the exponent vector (s1,  .  .  .  ,  sn) ∈  {0, 1}n is binary. 

The ideal corresponds to an isogeny ϕ+ 
1 : E1 → E1 of degree d = n 

i=1 
si 
i ,  and  

its kernel is generated by the point [M/d] P1 ∈ E1. Note that the codomain can 
also be expressed as E1 =

n 
i=1 li 

1−si
E2, corresponding to the action by the

ideal with exponent vector (s1 − 1, . . . , sn − 1) on E2. The latter corresponds to
an isogeny ϕ−

1 : E2 → E1 with kernel generated by [d]Q2.
Now, under the crucial assumption that Pj Qj = {0},1 we find that 

Q1 := ϕ+ 
1 (Q1) ∈ E1 has order M , and similarly for P1 := ϕ− 

1 (P2) ∈ E1.  In  
fact, as we will see, we have that P1 = E1[M, σ] and Q1 = E1[M, σ̂], for the
induced O-orientation on E1 (Proposition 2.1). 

We have essentially “factored” the isogeny ϕ1 : E1 → E2 as E1 
ϕ+ 

1 −−→ E1 

ϕ− 
1 ←−− 

E2. Applying the same trick to every isogeny ϕj : Ej → Ej+1 in the chain, w e
recover a representation of an O-orientation on E = a ∗ E; see Fig. 2. Iterating 
the procedure we can compute the action by any ideal class (s1, . . . , sn) ∈ Zn

≥0.
Assuming every isogeny ϕ± 

j is computed as a chain of i-isogenies, the cost of 
acting by a binary ideal class is essentially one evaluation of the endomorphism σ.
Since σ has degree Mr, it is r times the cost of a CSIDH-512 group action.2 This 
method of increasing the discriminant is asymptotically cheaper than increasing

1 This turns out to be equivalent to the statement that none of the i ramify in the 
class group; this holds in particular when deg(σ) and tr(σ) are coprime.

2 If we use dCSIDH [12]  or [49, Algorithm 3]. This does not (yet) take into account 
the crucial caveat that we are required to w ork over Fp2 instead of over Fp.
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the size of the base field, because finite field arithmetic scales at best quasi-
linearly in the size of the field (in practice, the cost increases significantly, see [12, 
Sec. 5.2]). Theoretically, we can choose r large enough for Kuperberg’s algorithm 
to lose to generic supersingular i sogeny path finding algorithms; a precise trade-
off will be discussed in Sects. 5.2 and 6. 

Outline. In Sect. 2 we recall the theory of orientations and their associated c lass
group actions. In Sect. 3 we present our algorithm for computing the restricted 
effective class group action. Section 4 describes how to practically instantiate an 
orientation on a base curve. In Sect. 5 we discuss a non-interactive key exchange 
protocol based on the class group action, and perform a security analysis. We 
also describe how to compress (and decompress) public keys to bitsize ≈ (r +
2) log2(p). In Sect. 6 we describe practical parameters for an efficient class g roup
action. Finally, in Sect. 7, we present opportunities for future work.

2 Preliminaries 

Let k be a perfect field. Our main references concerning the theory of orientations
are [34, 67]. 

2.1 Isogenies 

An isogeny is a non-constant morphism of elliptic curves. Given an elliptic curve 
E/k, isogenies ϕ with domain E are uniquely determined up to post-composition 
by an isomorphism by their scheme-theoretic kernel, denoted E[ϕ]. For separable 
isogenies ϕ : E → E , this is the usual (group-theoretic) kernel, consisting of all 
points in E(k) that map to the identity element 0 ∈ E (k). In this case, the cardi-
nality of the kernel equals the degree deg ϕ. We often identify separable isogenies 
with their kernel, even though this only well-defines the underlying map up to 
post-composition by a n isomorphism. An endomorphism of an elliptic curve E is
an isogeny from E to itself, or the zero map. We denote by End(E) = Endk(E)
the full endomorphism ring of E, consisting of all endomorphisms defined over
k, where the ring structure is given by point-wise addition and composition.

2.2 Orientations 

Let E/k be an elliptic curve and let K be an imaginary quadratic number field. 
A K-orientation is a (necessarily injective) ring homomorphism 

ι : K → End0 (E) := End(E) ⊗Z Q. 

The pair (E, ι) is called a K-oriented elliptic curve.  If  (E, ι) is a K-oriented 
elliptic curve, and ϕ : E → E is an isogeny, then t he K-orientation induced by
ϕ on E , denoted ϕ∗(ι), is given by

ϕ∗(ι)(α) := ϕ ◦ ι(α) ◦ ϕ̂ ⊗ 1
deg(ϕ)

. (1)
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Given two K-oriented elliptic curves (E, ι) and (E ,  ι  ),  a  K-oriented isogeny is 
an isogeny ϕ : E → E for which ϕ∗(ι) = ι .

If (E, ι) is a K-oriented elliptic curve and O  ⊆  K is an imaginary quadratic 
order, we call ι an O-orientation if ι(O) ⊆ End(E).  If  (E, ι) is an O-orientation, 
then for σ ∈  O  \  {0} we have deg ι(σ)  =  N (σ),  where  N = NK/Q : K → Q 

denotes the algebraic norm. Moreover, we have ι(σ)  =  ι(σ),  where  · denotes the 
(unique) conjugate (in K/Q)  and  · denotes the dual isogeny. We will also write 
σ̂ for σ.  An  O-orientation is called primitive if it does not extend to a strictly 
larger imaginary quadratic order. That is, for any strict superorder O O in K,
we have that ι(O ) End(E). A K-orientation is primitive for a unique order,
called the primitive order, given by Opr := ι−1(End(E)). If ϕ : (E, ι) → (E , ι )
is a K-oriented isogeny of prime degree , then exactly one of the following is
true:

(i) Opr = Opr,  in  which  case  ϕ is called horizontal ;
(ii) Opr Opr and [Opr : Opr]  =  ,  in  which  case  ϕ is called ascending ;
(iii) Opr Opr and [Opr : Opr]  =  ,  in  which  cas  e ϕ is called descending.

In general, a K-oriented isogeny of composite degree may be any composition 
of the three above types of isogenies. In case the primitive orders of the domain 
and codomain are comparable, in the sense that o ne is contained in the other, we
will use the same terminologies (horizontal, ascending, descending) to describe
the corresponding isogeny.

2.3 Class Group Actions 

Let O be an order in an imaginary quadratic number field K,  and  let  (E, ι) be 
an O-oriented elliptic curve. If a ⊆  O  is an ideal of norm coprime to char k,  we  
define its kernel by 

E[a]  :=  
α∈a 

E[ι(α)], 

and denote by ϕa : E → E an isogeny with kernel E[a]. The codomain curve 
E /k, unique up to isomorphism, is a lso denoted a ∗ E. The induced K-oriented
isogeny

(E, ι) → (a ∗ E, (ϕa)∗(ι))

is horizontal if and only if a is invertible (if a is not invertible, then it is ascend-
ing) [67, Prop. 3.5]. Moreover, if b is an equivalent O-ideal, then 

(a ∗ E, (ϕa)∗(ι)) ∼= (b ∗ E, (ϕb)∗(ι)) 

as K-oriented elliptic curves. This induces an action 

Cl(O) {(E, ι) | E/k ell. curve,  ι  an O-orientation}/ ∼= 

by the ideal class group Cl(O) of O on the (possibly empty) set of O-oriented 
elliptic curves over k up to K-oriented isomorphism. If we restrict to primitive O-
orientations, then this action is free. We will frequently make use of the following
proposition.
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Proposition 2.1. Let O = Z[σ] be an imaginary quadratic order and let (E, ι) 
be a primitively O-oriented elliptic curve over k. Assume that N(σ) is coprime 
to both char k and Disc(O) (or, equivalently, to char k and tr(σ)).

(a) We have E[ι(σ)] ∩ E[ι(σ̂)] = { 0}.
(b) If m ∈ Z>0 such that m | N(σ), then the O-ideal a := (m, σ) is invertible. 

Moreover, denoting by ϕa : E → a ∗ E the corresponding isogeny, we have 
(a ∗ E)[ι (σ̂ )] = ϕa(E[ι(σ̂)]), where ι denotes the orientation induced by ϕa.

Proof. (a) This follows from [49,  Cor.  2  .2].
(b) The statement that a is invertible follows from the fact that N(σ) is coprime 

to the conductor f of O (indeed, f | Disc(O)). The second statement follows
from [49, Prop. 3.4]. 

Given an O-oriented curve (E, ι) and an element σ ∈  O, we will also write 
E[σ]  :=  E[ι(σ)] = E[(σ)] for the kernel of ι(σ). Similarly, if (m, σ) is an O-ideal, 
where m ∈ Z>0, we denote its kernel by E[m,σ] := E[(m,σ)].

2.4 Representing Orientations 

Let E/Fq be an elliptic curve and let O be an imaginary quadratic order. We 
say an effective representation of an orientation ι : O → End(E) consists of the
following data:

(i) The minimal polynomial f ∈ Z[X] of a generator σ of O (or, equivalen tly,
the norm and trace of σ);

(ii) An algorithm to evaluate ι(σ) on any point P ∈ E(Fqr ) for any r ∈ Z>0.

A related notion that appears in the literature is that of an efficient represen-
tation, which additionally requires that the evaluation algorithm (ii) executes 
in polynomial time, see [83,  p.  7-8]  for  a  precise  definition.  In  this  paper,  our  
main focus will be on a specific type of effective (in fact, efficient) representation, 
where the endomorphism ι(σ) is given as a composition of isogenies of smooth
degree, each given by an Fq-rational point P generating the kernel. We call this
a kernel representation.

Kernel Representations. For the purpose of the exposition, let us momen-
tarily return to the general case where the base field is k.  Let  E/k be an elliptic 
curve and let O = Z[σ] be an imaginary quadratic order. An O-orientation ι on 
E is uniquely determined by the image of σ as an element of End(E). Suppose 
that the endomorphism ι(σ) of E decomposes as a chain of isogenies 

E = E1 
ϕ1 −→ E2 

ϕ2 −→ .  .  .  ϕr−1 −−−→ Er 
ϕr −−→ Er+1 = E, 

for some r ∈ Z>0. Assuming that the orientation is primitive, each ϕj is nec-
essarily cyclic. In case points Pj ∈ Ej(k) are given such that kerϕj = Pj ,
we call the sequence {(Ej , Pj) | 1 ≤ j ≤ r} a kernel representation of the
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O-orientation on E. The integer r ∈ Z>0 is called the length of the representa-
tion. If we are also given points Qj ∈ E j(k) such that ker(ϕj−1) = Qj ,3 then 
{(Ej ,  Pj ,  Qj) | 1 ≤ j ≤ r} is called a full kernel representation. Although a full 
kernel representation will in practice be (computationally) recoverable from the 
kernel representation, we record this notion because we will require the points Qj

in our algorithm to compute the class group action. In SCALLOP [41, Definition 
6] and PEARL-SCALLOP [3], the orientation admits a kernel representation of 
length r = 2. CSIDH [22]  and  CSURF [15] can be viewed as the case r =  1,  if  
we choose the generators σ = π − 1 and σ = π −1

2 respectively, where π denotes
the p-Frobenius endomorphism, cf. [49, Sec. 2.4].

3 Restricted Effective Group Actions

Let k be a perfect field. The goal of this section is to describe an algorithm 
to evaluate the (restricted effective) class group action on primitively oriented 
elliptic curves ov er k, assuming that the orientation is given by a kernel repre-
sentation as described in Sect. 2.4. This can be seen as a generalization of [49], 
which considers the case r ∈  {1, 2}. Though in practice we will always work 
with elliptic curves over finite fields, we will describe the algorithms over the 
general base field k; all we require is that we can (efficiently) perform ellip-
tic curve arithmetic over k and compute isogenies from their kernel (e.g. using
Vélu’s formulae [82]). More specifically, we assume that we have the following 
two blac k-box algorithms at our disposal.

(i) Multiply(E, P, N ). Input: an elliptic curve E/k,  a  point  P ∈ E(k),  and  an
integer N ∈ Z>0. Output: [N ]P .

(ii) Isogeny(E, L,  K,  N). Input: an elliptic curve E/k, a tuple of points L = 
(P1,  .  .  .  ,  Pn),  where  Pi ∈ E(k), and a kernel point K ∈ E(k) of order N ∈ 
Z>0. Output: E , (ϕ(P1) , . . . , ϕ(Pn)), where E ∼= E/ K is the codomain
of a cyclic isogeny ϕ : E → E with kernel K .

Note that the algorithm Isogeny depends intrinsically on n, the length of the eval-
uation tuple. We will mainly consider the case n =  2. In particular, if we denote 
by R =  (E, P, Q) is a triple where E/k is an elliptic curve an P, Q ∈ E(k), we will
also write Isogeny(R,K,N) for the function that calls Isogeny(E, (P,Q),K,N)
and returns the triple R = (E ,ϕ(P ), ϕ(Q)).

3.1 The Imaginary Quadratic Order 

Let M, r ∈ Z>0 and let O = Z[σ] be an imaginary quadratic order generated by
an element σ of norm

N(σ) = Mr.

3 Here we adopt the notational convention that ϕ0 = ϕr.
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In practical instantiations, the integer M will always be smooth and r will always 
be small. We will assume throughout that

gcd(M,Disc(O)) = 1. (2) 

This is equivalent to gcd(N(σ), tr(σ)) = 1. Write 

M = 
n 

i=1 

ei 
i 

for the prime factorization of M . Then (2) implies that the principal O-ideal 
generated by σ factors as 

(σ)  =  
n 

i=1 

( i,  σ)rei = 
n 

i=1 

lrei 
i = er,

where

e :=
n

i=1

lei
i (3) 

and each li := ( i,  σ) is an invertible O-ideal. We will also write l i = ( i, σ) for
the conjugate ideals.

3.2 The Kernel Representation 

Let O = Z[σ] as above. Suppose that the characteristic of k is coprime to M 
and let E/k primitively oriented by O. The cyclic endomorphism ι(σ) can be 
decomposed into a sequence of r isogenies of degree M . Explicitly, if P ∈ E(k) 
is a generator for E[σ],  then  ι(σ)  =  ϕr ◦ .  .  .  ◦ ϕ1,  where  ker ϕ1 = M r−1 P and 

ker ϕj = M r−j ϕj−1 ◦ .  .  .  ◦ ϕ1(P ) = E[M ] ϕj−1 ◦ .  .  .  ◦ ϕ1(P ) . 

Defining Pj := Mr−jϕj−1 ◦ . . . ◦ ϕ1(P ), we have that {(Ej , Pj) | 1 ≤ j ≤ r} is a
kernel representation of the O-orientation on E. Each ϕj is necessarily horizontal;
in fact, it corresponds to the action by the ideal e as in (3), that is, 

ker ϕj = Pj = Ej [M, σ]  =  Ej [e].

3.3 Evaluating the Class Group Action 

Adopting the notation of the previous section, let Qj ∈ Ej(k) such that Qj = 
ker ϕj−1,  so  that  {(Ej ,  Pj ,  Qj)} is a full kernel representation of the O-orientation 
on E. Assume moreover that Pj , Qj ∈ Ej(k) for all j. Let a be an ideal of the form

a =
n

i=1

lsi
i ,
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where 0 ≤ si ≤ ei for all 1 ≤ i ≤ n. We are going to describe an algorithm to 
compute E := a ∗ E together with a full kernel representation {(Ej ,  Pj ,  Qj)} of 
the induced O-orientation on E (where E1 = E ). Denote by d = n 

i=1 
si 
i the 

norm of a.  Since  E1[a] ⊆ E1[e]  =  E1[M, σ], the latter being cyclic and generated 
by P1,  we  have  

E1[a]  =  [M/d]P1 . 
Denote by ϕ+ 

1 : E1 → E1 the corresponding isogeny. Now consider the O-ideal 
b := n 

i=1 l
ei−si 
i .  Since  e = ab,  we  have  [b]∗E1 

∼= [e]∗E1 
∼= E2, hence b∗E2

∼= E1.
The isogeny ϕ−

1 : E2 → E1 corresponding to the action by b on E2 has kernel

E2[b] = [d]Q2 .

Similarly, for any 1 ≤ j ≤ r, we define isogenies

Ej

ϕ+
j−−→ Ej

ϕ−
j←−− Ej+1, (4) 

with kernels [M/d]Pj and dQj+1 respectively, corresponding to the action by 
a on Ej and b on Ej+1 respectively. We set Pj := ϕ− 

j (Pj+1) and Qj := ϕ+
j (Qj).4

Proposition 3.1. The data {(Ej ,  Pj ,  Qj)} as defined above is a full kernel rep-
resentation of the O-orientation on E induced by the isogeny ϕa : E → E .

Proof. It follows from Proposition 2.1 that 

Pj = Ej [M, σ]  =  Ej [e] and Qj = Ej [M,  ̂σ]  = Ej [e]. (5) 

Now note that 

Ej+1 
∼= [a] ∗ Ej+1 

∼= [a] ∗ [e] ∗ Ej ∼= [e] ∗ [a] ∗ Ej ∼= [e] ∗ Ej , 

hence Ej+1 
∼= Ej/ Pj . Finally, by (5), the isogenies corresponding to Pj and 

Qj+1 are necessarily dual to each other.

Since M = n 
i=1 

ei 
i , any isogeny of degree dividing M is a composition of some 

amount of i-isogenies for various i. This applies in particular to the isogenies ϕ+ 
j 

and ϕ− 
j , whose degrees are d and M/d respectively. From a computational perspec-

tive, the total number of i-isogenies required to compute both ϕ+ 
j and ϕ− 

j is inde-
pendent of d (it is equal to ei). If we call the factors of ϕ+

j and ϕ−
j positive and neg-

ative isogenies respectively, then the decomposition (4) is completely determined 
by the number of positive i-isogenies (this is si). Algorithmically, for each value 
of j, we will always perform ei isogenies of degree i, and switch between the sign 
(positive o r negative) of the isogeny using a conditional swap (cswap) function.
This gives rise to Algorithm 1 for computing the class group action on O-oriented 
elliptic curves. Here R0 and R1 represent abstract memory registers that store 
elliptic curves together with torsion points, and we understand R[j] to mean the 
j-th element of the register, starting at zero. The function cswap(R0, R1, b) swaps
the contents of the registers if the boolean b is 1.
4 By notational convention, we say Er+1 = E1, Pr+1 = P1,  an  d Qr+1 = Q1.
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Fig. 2. Computing E1 =  [a] ∗ E1 while keeping track of a full k ernel representation of
the orientation.

Algorithm 1. Evaluating the class group action on full kernel representations 
Input: A full kernel representation {(Ej ,  Pj ,  Qj) | 1 ≤ j ≤ r} of a Z[σ]-orientation on 
E, together with a vector of integers (s1,  .  .  .  ,  sn) ∈ [0,  ei]n . 
Output: A full kernel representation {(Ej ,  Pj ,  Qj)} of a Z[σ]-orientation on E = 

n 
i=1 l

si 
i ∗ E. 

for j =  1,  .  .  .  ,  r  do 
R0 ← (Ej ,  Pj ,  Qj); 
R1 ← (Ej+1,  Qj+1,  Pj+1); 
m ← i 

ei 
i ; 

for i =  1,  .  .  .  ,  n  do 
for t =  1,  .  .  .  ,  ei do

b ← t > si;
cswap(R0, R1, b);
m ← i; K ← Multiply(R0[1], m);
R0 ← Isogeny(R0 i);
R1[1] ← Multiply(R1[1] i);
cswap(R0, R1, b);

end for
end for
assert R0[0] = R1[0];
R0[1] ← R1[2];
Rj ← R0;

end for
return R1, . . . , Rr;
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Algorithm 1 for Humans. Consider the algorithm as described in Algorithm 1 
and graphically depicted in Fig. 2. The outer loop of the algorithm iterates over 
the (outer) edges of the square, each corresponding to an isogeny Ej 

ϕj −→ Ej+1. 
Let us consider what happens for j =  1. The goal of the algorithm is to factor
the isogeny ϕ1 into an isogeny ϕ+

1 of degree d and (the dual of) an isogeny ϕ−
1

of degree M/d.

The Setup. The two memory registers R0 and R1 store elliptic curves together 
with torsion points. Initially, they correspond to the curves E1 and E2 respec-
tively, together with a full M -torsion basis on each curve. The point P1,  which  
is at index 1 in R0, generates the kernel of the M -isogeny ϕ1 : E1 → E2.  The  
point Q2, which is at index 1 in R1, generates the kernel of the M -isogeny
ϕ1 : E2 → E1. Informally, we say that E1 and E2 are at distance M . This dis-
tance will be represented by the cofactor m (which is indeed initialized at value
M).

Walking Along the Edge. Each value of i corresponds to one isogeny degree 
i. The algorithm always computes exactly ei isogenies of degree i. Depending 

on the value of b, the isogen y to be computed will be either a factor of ϕ1 (i.e.
walking to the right in Fig. 2)  or  of  ϕ̂1 (i.e. walking to the left in Fig. 2). The 
cswap function ensures that we are computing the correct isogeny. That is, it 
makes sure that the domain of the isogeny to be computed is (temporarily)
stored in register R0.

The Kernel Point. The kernel of the isogeny is generated by the point K of 
order i, which is always obtained by multiplying the point at index 1 in R0 by 
the cofactor; t his is achieved by the first execution of the function Multiply in of
the inner-most loop.

Isogeny and Multiply. The i-isogeny step, which consists of the execution of 
the function Isogeny, consists of computing the codomain curve, and evaluating 
the isogeny at both torsion points stored in R0. This decreases the order of the 
point  at  index  1 by a factor i, while the point at index 2 always remains of 
order M . We then make sure that the point at index 1 in R1 (which lives on
the other curve) also decreases by a factor of i; this is ensured by the (second)
execution of Multiply.

After One Iteration. At the end of the inner-most loop, the orders of the 
points at index 1 are equal to m;  this  is  n  ew distance between the curves stored
in R0 and R1.

Completing the Algorithm. After performing all iterations, the curves the 
two registers are equal (i.e. they are at distance 1)  to  E1. The points at index 2 
form an M -torsion basis, which (partially) represents t he O-orientation on E1.
We store E1, together with the M -torsion basis, in the output register R1.

3.4 Complexity Analysis 

From a high-level point of view, we factor the isogeny ι(σ) into 2r isogenies ϕ± 
j 

of smaller degree, and compute each as a composition of several i-isogenies,
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where every i-isogeny is evaluated at two points; one generating the kernel of 
the isogeny chain and one additional point. Since the product of the degrees of 
the ϕ± 

j is M r, this is e ssentially equivalent to computing the endomorphism ι(σ)
as a chain of i-isogenies, and evaluating it at one point.

Isogeny and Multiply. Apart from the comparison t  >  si, the cost of the 
algorithm is dominated by calls to the functions Multiply and Isogeny. Although 
it seems we still require some integer divisions to determine the cofactors m,  the  
sequence of cofactors is actually fixed and can thus be precomputed. Assuming
that the running time of Multiply(−, N) depends only on N and Isogeny(−,− i)
depends only on i,5 every iteration of the outer loop (indexed by j) runs in 
strictly constant time. In fact, these iterations are independent of each other, so
theoretically parallelize perfectly across r processors.

Let us analyze the complexity of one such iteration. By construction, we nec-
essarily compute ei isogenies of degree i and perform ei multiplications by a 
factor i for every 1 ≤ i ≤ n. In addition to this, there are cofactor multiplica-
tions by a predetermined list of (larger) integers m. In practical instantiations, 
we can partially mitigate the cost of these cofactor multiplications by a trade-off 
known as a strategy ; in a nutshell, by splitting up the M -torsion into multiple 
components, w e can reduce the size of the cofactors at the expense of evaluating
the isogenies at more points. This is a trick originally introduced in SIDH for
the computation of isogenies whose degree is a power of a prime, and “optimal”
strategies are known in this setting [51, Sec. 4.2.2]. In case of a general isogeny 
of smooth degree, determining the optimal trade-off is a more complicated prob-
lem, and a significant amount of research has been done for the special case of
CSIDH [28, 30, 50, 63, 68]. We remark that the best strategy depends on the value 
of M and the practical complexities of Isogeny and Multiply.

Comparison to the CSIDH Group Action. Back to a high-level point of 
view, let us consider what happens in the special case where the base field is 
a finite field Fq = Fp2 ,  where  M = n 

i=1 i (that is, ei =  1  for all i)  and  
M | (p +  1). Assume that we are working with supersingular elliptic curves with 
(p+1)2 points, so that the kernel representation of the orientation can be defined 
over the base field. As we saw above, the cost of evaluating a binary ideal class

n
i=1

si
i , corresponding to an exponent vector (s1, . . . , sn) ∈ {0, 1}n, is roughly

equivalent to the evaluation of the endomorphism representing the orientation
as a chain of i-isogenies. This endomorphism has degree Mr.

In dCSIDH [12]—the current state of the art for dummy-free constant-time 
CSIDH—a binary ideal class has exponent vector in {−1, 1}n (as opposed to 
{0, 1}n). To evaluate it requires the computation of an isogeny of degree M as
a chain of i-isogenies, which is thus computationally comparable to the case

5 These assumptions can be satisfied in practice if we use (optimal) differential addition 
chains for Multiply and Vélu [82]  or  

√
élu [7] isogeny formulae for Isogeny,  provided  

that we can perform field arithmetic in constant time.
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r =  1. As we will see below, Algorithm 1 allows in practice to use orientations 
with discriminants that are larger (in bitsize) by a factor of r.  By  the  above  
discussion, this comes at a computational cost factor of exactly r (which can 
moreover be mitigated by parallelizing across r processor cores). To increase 
the discriminant when restricting to CSIDH is asymptotically more expensive,
since it requires to increase the size of the base field, which increases the cost
of finite field arithmetic; the latter scales at best quasi-linearly with r.6 Here we 
remark that, if we are allowed t o use dummy operations,7 there is an additional 
trick for constant-time CSIDH which is incompatible with Algorithm 1,  using  
Matryoshka isogenies [4, 8]. These are employed in dCTIDH [13], the current 
state of the art for constant-time CSIDH. We leave it to future w ork to see
how an optimized implementation of Algorithm 1 fares in comparison to both 
dCSIDH and dCTIDH, although we do give a practical example in Sect. 6.3. 
Lastly, we remark that a version of Algorithm 1 can also be applied to CSIDH 
directly, cf. [49, Algorithm 3], where it enjoys several advantages compared t o
dCSIDH and dCTIDH; see [49, Sec. 4.2] for a discussion.

4 Generating Public P arameters

To obtain practical instantiations of the class group action described in Sect. 3, 
we require at least one primitively oriented elliptic curve, together with a kernel 
representation of the orientation. The goal of this section is to describe a method 
to find such instantiations. Let p ≡ 3 (mod 4) be a prime number and let M |
(p + 1) be a positive integer. Write

p + 1 =
n

i=1

fi

i and M =
n

i=1

ei
i , (6) 

for the respective prime factorizations, where 0 ≤ ei ≤ fi for all 1 ≤ i ≤ n.  For  
all p ractical purposes, the number M will be assumed smooth.

4.1 Orienting a Base Curve 

Denote by Fq = Fp(
√−1) a  field  with  p2 elements and let E/Fq be the super-

singular elliptic curve E : y2 = x3 + x. Denote by π : E → E, (x, y) 
(xp ,  yp) the p-Frobenius endomorphism and by i : E → E the automor-
phism (x, y) (−x, 

√−1y). Then the endomorphism ring of E is given by
End(E) = Z[1, i, i+π

2 , 1+iπ
2 ]. We have #E(Fq) = (p + 1)2 and E[M ] ⊆ E(Fq).

6 An important remark is that the cost of a non-Frobenius orientation is already larger 
to begin with, since it requires to work over Fp2 . This o verhead can be partially
mitigated by using points on the twist ; see Sect. 6.2. 

7 That is, operations whose results may be discarded but whose effect is to mask 
a variable running time. Such operations are potentially susceptible to fault injec-
tions [5, 14, 57– 59]. 
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The Norm Equation. Let r ∈ Z>0. Suppose that we want to find an orien-
tation on E by an imaginary quadratic order O = Z[σ],  where  σ has norm M r. 
Given the explicit description of the endomorphism ring, this amounts to solving 
the norm equation 

N (σ)  =  N a + bi + c i + π 
2 

+ d 1  +  iπ 
2 

= M r , 

where a, b, c, d ∈ Z. After the linear change of variables x := 2a+ d, y := 2b+ c,
we can rewrite as

x2 + y2 + p(c2 + d2) = 4Mr.

where tr(σ) = x.

The Discriminant. For our purposes, we will additionally require that 
| Disc(σ)| =  4N(σ) − tr( σ)2 = 4Mr − x2 be either

(i) prime; or 
(ii) the product of two large (distinct) primes.

Note that the second case is best we can hope for when r =  2s is even, by the 
factorization 

4M 2s − x2 =  (2M s + x)(2M s − x). 
Although this requirement on the discriminant is not strictly necessary, we will
argue why such a discriminant is desirable in Sect. 5.2. Note that it implies in 
particular that any Z [σ]-orientation is automatically primitive.

Finding the Orientation. We obtain the following pseudo-algorithm for find-
ing an element of End( E) with the required properties.

(i) Set x to be the smallest (odd) prime number d ifferent from the i.
(ii) Verify t hat

(a) if r is odd: 4M r − x2 is prime;
(b) if r is even: 2M r/2 + x and 2M r/2 − x are prime.
If this fails, try again with next smallest value for x.

(iii) Solve x2+y2 ≡ 0 (mod p) for y, and lift to y ∈ 2Z>0 minimal. If no solution 
exists, start ov er with the next smallest value of x.

(iv) Solve 4M r − (x2 + y2) /p = c2 + d2 using Cornacchia’s algorithm, where c 
is even and d is odd. If no solution exists, start over with the next value of x.

Note that, since the output to (iii) is expected to be of size ≈ p, w e only expect
step (iv) to succeed if 4M r is at least of size ≈ p2. This will not be a restriction for 
our purposes, since we are most interested in the case where Mr > p2. In practice,
we will only attempt (iv) after verifying that 4M r − (x2 + y2) /p is a (positive) 
prime ≡ 1 (mod 4), since Cornacchia’s algorithm requires a factorization of the 
integer that is to be represented by the quadratic form. Note that in this situation 
we can always guarantee a solution where c is even and d is odd. The latter 
condition is necessary to ensure that a = (x − d)/2 and b = (y − c)/2 are both
integral. Finally, we remark that since x is coprime to M by construction, the
order O = Z[σ] automatically satisfies (2).
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Example 4.1. Consider the prime number 

p =  212 · 36 · 54 · (7 · 11 · .  .  .  · 281) 
57 consecutive primes 

−1 ≈ 2409.2 . 

Then E/Fp2 : y2 = x3 + x is orientable by an order O = Z[σ] for which 

N (σ)  =  M 5 and tr(σ) = 1800301, 

where M = p + 1. Moreover, the integer

|Disc(O)| = |Disc(σ)| = 4M5 − 18003012 ≈ 22048

is prime.

4.2 Obtaining a Kernel Representation 

Now that we have obtained an element σ ∈ End(E) of norm M r given as an 
explicit Z-linear combination 

σ = a + bi + c
i + π

2
+ d

1 + iπ

2
(7) 

of the endomorphisms 1,  i,  i+π 
2 , 1+iπ 

2 , we would like obtain a kernel representa-
tion of the orientation. That is, we want to represent σ as a composition of r 
cyclic isogenies of degree M .  Since  E[M ] ⊆ E(Fq) (and similarly for any curve 
isogenous to E), the kernel of every such isogeny is generated b y an Fq-rational
point, i.e. there exists a kernel representation {(Ej , Pj)} of the O-orientation,
where Pj ∈ Ej(Fq) of order M for all 1 ≤ j ≤ r.

The  Base  Case. Consider first the orientation on E1 = E : y2 = x3 + x. 
The desired point P1 ∈ E1(Fq) is a generator for E[M, σ].  If  R ∈ E[M ] is any 
point, then S =  σ̂( R) ∈ E[M,σ], where σ̂ denotes the dual endomorphism.
Given σ as in (7), the dual isogeny corresponds to the quaternion conjugate; 
knowing (a, b, c, d) ∈ Z4, it can be explicitly evaluated on points of E(Fq).  We  
can thus sample random points Ri ∈ E(Fq), and list their images Si =  σ̂(Ri). 
The latter will span E[M, σ] once the least common multiple of their orders is 
M ; in this case we c ompute P1 as a suitable linear combination of the Si. A
generator Q1 ∈ E1(Fq) for E[M, σ̂] can be obtained in an analogous manner, by
evaluating random M -torsion points under σ.

Pushing Forward the Orientation. Given the point P1, we can compute the 
curve E2 

∼= E1/ P1 
∼= [e] ∗ E1, where we recall that e is the O-ideal (M,σ)

(cf. (3)). Denote by ϕ1 : E1 → E2 the corresponding cyclic isogeny with kernel 
E1[M, σ].  Since  E[σ] ∩ E[σ̂]  =  {0}, the image Q2 := ϕ1(Q1) generates E2[M,  ̂σ]. 
In what follows, we will describe how to obtain a generator P2 for E2[M,σ].
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Consider the O-ideal I := (M r−1 , ̂σ)  =  er−1.  Since  [e]  =  [e]−1 =  [e]r−1 in 
Cl(O), it corresponds to a (horizontal) isogeny of degree M r−1 

ψ = ϕI : E1 → E2, where ker ψ = E1[M r−1 , ̂σ]. 

Note that, by the same reasoning as before, we have that ψ(P1) generates 
E2[M, σ]. Unfortunately, it is not immediately clear how to efficiently evalu-
ate ψ if r > 2, since a generator for kerψ may only be defined over a possibly
large extension field of Fq. Luckily, we are saved by the Deuring correspondence.

Denote by O0 
∼= Z 1,  i,  i+π 

2 , 1+iπ 
2 the full endomorphism ring of E1,  viewed  

as a maximal order of the quaternion algebra Bp,∞. We can extend I to a left 
O 0-ideal I0 := O0I, so that ψ = ϕI0 through the Deuring correspondence. Using
the KLPT algorithm [53], we can compute a left O0-ideal J0 equivalent to I0. 
Moreover, the ideal J0 can be chosen of pleasant norm, in the sense that

(i) we may require that N(J0) is coprime to M ;
(ii) translating J0 to an isogeny ϕJ0 via the Deuring correspondence is practical; 

that is, its kernel is generated by torsion points of (relatively) small order 
that are defined over (relatively) small field extensions of the base field Fq.

To achieve both requirements in practice we e mploy the implementation8 of the 
KLPT algorithm in [47]. Given J0,  let  β ∈ O0 such that J0I0 = O0β, i.e. 

β = ϕJ0 ◦ ϕI0 ∈ End(E1). 

Applying ϕJ0 to both sides, we obtain 

[N(J0)] ◦ ϕI0 = ϕJ0 ◦ β. 

Since we assumed N (J0) to be coprime to M , we find that P2 := (ϕJ0 ◦ β)  (P1) 
generates E2[M, σ], as desired. Once P2 is found, we can compute E3 

∼= E2/ P2 

and repeat the process with I =  (M r−2 , ̂σ) to obtain a generator P3 for E3[M, σ], 
and so on. Finally, we can push the point Q1 ∈ E1[M, σ̂] through the resulting
chain of isogenies to obtain generators Qj ∈ Ej [M, σ̂] for the dual isogenies.
We have obtained a full kernel representation {(Ej , Pj , Qj) | 1 ≤ j ≤ r} of the
O-orientation on E.

All algorithms described in this section are implemented in the SageMath [81] 
package orientation_tools.py, which can be found in the GitHub reposi-
tory [1]. 

5 The Key Exchange Protocol

Now that we have a method to instantiate full kernel representations of primi-
tive orientations on a base curve, we can employ Algorithm 1 to obtain a non-
interactive key exchange protocol, as follows. Let us abbreviate the full kernel 
representation of an O-orientation on E : y2 = x3 + x as found in Sect. 4 by
8 https://github.com/friends-of-quaternions/deuring. 

https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
https://github.com/friends-of-quaternions/deuring
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E := {(Ej ,  Pj ,  Qj) | 1 ≤ j ≤ r}; it is part of t he public parameters of the
scheme. We can view Algorithm 1 as defining an action by O-ideals of the form 
a = n 

i=1 l
si 
i ,  where  0 ≤ si ≤ ei, on the set of full kernel representations of 

O-orientations. Iterating this action B times, we can evaluate the action by any 
ideal class with exponent vector (s1,  .  .  .  ,  sn) for which 0 ≤ si ≤ Bei.  This  gives  

n 
i=1(1 + Bei) p ossible options for the si, which will be the size of the key

space (the bound B is to be determined by the security parameter). A high-level
overview of the protocol is now as follows.

(i) Alice’s secret key is an exponent vector skA =  (a1,  .  .  .  ,  an) ∈ Zn 
≥0,  where  

0 ≤ a i ≤ Bei. She computes EA = n
i=1 l

ai
i ∗ E using B applications of

Algorithm 1, and sends it to Bob.
(ii) Bob’s secret key is an exponent vector skB =  (b1,  .  .  .  ,  bn) ∈ Zn 

≥0,  where  
0 ≤ bi ≤ Bei. He computes EB = n

i=1 l
bi
i ∗ E using B applications of

Algorithm 1, and sends it to Alice.
(iii) Alice computes EAB =

n 
i=1 l

ai 
i ∗ EB .

(iv) Bob computes EBA =
n 
i=1 l

bi 
i ∗ EA.

It is not obvious that the full kernel representations EAB and EBA are equal, and 
this is in fact not necessarily true. We did observe that this holds in practice when 
Alice and Bob both use Vélu’s formulae for the isogeny computations; a partial
explanation for this phenomenon can be found in [60, Thm. 3.1]. Regardless, it 
is not difficult for Alice and Bob to deduce a shared secret from the protocol, 
a most obvious choice being the j-invariant of, say, the first curve in the kernel
representation. We will denote this by j(EAB) = j(EBA).

5.1 Public Keys 

The key exchange protocol as described still has relatively large public keys. 
Indeed, if a public key is given as a full kernel representation, it consists of r 
elliptic curves (say, Montgomery invariants) and 2r elliptic curve points. This 
overdetermines the necessary information of an O -orientation; indeed, it is not
difficult to see that we can discard at least half of the points without losing the
information of the orientation.

Public Key Compression. We are going to describe how to compress a full 
kernel representation E = {(Ej ,  Pj ,  Qj) | 1 ≤ j ≤ r} of an orientation. Recall 
that the endomorphism ι(σ) it encodes corresponds to the chain of isogenies 

E1 → E1/ P1 
∼= E2 → .  .  .  → Er/ Pr ∼= E1. 

We first discard the points Qj , as they can be recomputed as generators of 
the kernels of the duals of the isogenies. Note also that we do not require the
exact points Pj , but only the (cyclic) subgroups of Ej [M ] that they generate. To
express an order-M cyclic subgroup of the M -torsion requires at least Õ(logM)
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bits of information. Indeed, given the prime factorization (6)  of  M ,  the  number  
of such subgroups is M · n 

i=1 1  +  1 
i 

. We can express (a multiple of) Pj 

in terms of a deterministically sampled basis Sj ,  Tj for Ej [M ] by an element 
λj ∈ P1(Z/MZ). Lastly, we remark that we can discard the curves Ej for j  >  1, 
since they can be inductively recomputed from the pair (Ej−1, Pj−1 ).  The  
compressed public key consists of the data 

pk = j(E1), (λ1,  .  .  .  ,  λr), 

where j(E1) is of size 2 log2(p) and λi is of size ≈ log2(M).  In  c  ase the M -
torsion spans E(Fq), i.e. M = p + 1, we thus obtain a public key of (bit)size
≈ (r + 2) log2(p). In practice, there is a small overhead arising from the fac-
tor n

i=1 1 + 1
i

, e.g. the actual (bit)size of public keys in the situation of
Example 4.1 is 2878 > 2864.5 ≈ (r + 2) log2 (p).

Public Key Decompression. To decompress public keys, start by sampling a 
deterministic basis for E1[M ] and computing P1 from λ1. Since we have sampled 
a torsion basis for E1[M ], we obtain for free a point R1 ∈ E1[M ] which is linearly 
independent of P1. Next, we compute E1 

ϕ1 −→ E2 
∼= E1/ P1 , and evaluate ϕ1 at 

R1; the resulting point Q2 = ϕ1(R2) generates the kernel of the dual isogeny ϕ1. 
Given E2, we recover P2 from λ2, and repeat the procedure. In each step, we also 
compute Qj+1 := ϕj(Qj) ∈ Ej+1[M,  ̂σ]. Finally, we obtain the isogeny Er 

ϕr −−→ 
E1 

∼= Er/ Pr , and evaluating it at Qr gives Q1 ∈ E[M, σ̂]. We have recovered
a full kernel representation {(Ej , Pj , Qj) | 1 ≤ j ≤ r} of the O-orientation.
The cost of this procedure is essentially (dominated by): r computations of a
deterministic M -torsion basis, and one evaluation of the endomorphism ι(σ).

5.2 Security Analysis 
In a Nutshell. For an accurate security analysis we require to consider at least
the following parameters.

(i) The class number #  Cl(O), which is roughly proportional to |Disc(O)|1/2.
(ii) The number of distinct supersingular elliptic curves over the base field Fq = 

Fp2 , w hich depends on the size of p.
(iii) The size of the public key space, which (under some heuristic assumptions; 

see below) is roughly equal t o the size of the private key space K.

The most important difference with other protocols based on class group actions 
on oriented elliptic curves, such as CRS [39, 75], CSIDH [22], and SCALLOP [3, 
27, 41], is that we are allowed to choose the size of the discriminant and the size 
of the base field independently. In the schemes mentioned above, the quantum 
security is essentially dictated by Kuberberg’s algorithm, whose complexity is 
subexponential in the class number. However, when the characteristic of the 
base field is small, we also need to take generic path finding algorithms between
supersingular elliptic curves into account. The resulting parameter estimates for
NIST level 1 are summarized in Table 1.
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Table 1. Parameter estimates required to achieve NIST level 1 based on the b est
known generic attacks, cf. [12, Table 1].

Parameter Attack Quantum NIST level 1 bitsize

| DiscO| Kuperberg [ 54, 55, 72] Yes 2048 (aggressive )
4096 (conservativ e)

p BJS [ 9] Yes 230 (aggressive )
256 (conservativ e)

#K vOW [ 69] No 221 (aggressive )
MITM [ 26] 256 (conservativ e)

Private vs Public Keys. The private key space is the set of exponent vectors 

K := Kpriv = {(s1,  .  .  .  ,  sn) | 0 ≤ si ≤ Bei}. 

One such exponent vector corresponds to the ideal class [ n 
i=1 l

si 
i ] ∈ Cl(O).  Sim-

ilar to CSIDH, we require the heuristic assumption that there are few collisions
in this correspondence; i.e. that the private key space maps roughly injectively
into the class group. This can be motivated by combining the Cohen-Lenstra
heuristics [32] with the Gaussian heuristic for the relationship lattice spanned 
by ideal classes [li], see [22, Sec. 7.1] for a more in-depth discussion on this issue. 
We furthermore remark that the correspondence is (under a mild condition) 
provably injective, apart f rom the trivial collision (0, . . . , 0) ≡ (e1, . . . , en), if
B = 1; see [49, Prop. 3.1]. Denoting by S  ⊆  Cl(O) the image of the private key 
space in Cl(O), the public key space is the set 

Kpub = {g ∗  E  |  g ∈  S}, 

where E represents a (primitively O-oriented) base curve. Since the class group 
action is free, the association g g ∗E  is injective. However, it is not necessarily 
injective on the level of j-invariants. Indeed, if #  Cl(O) >  p, the full orbit of 
a primitively O -oriented supersingular elliptic curve necessarily contains curves
with the same j-invariant (but endowed with a different orientation). In particu-
lar, when p is small, we must take into account generic supersingular path-finding
algorithms. Indeed, it was shown in [83] that connecting two O-oriented elliptic 
curves by an ideal class is equivalent to finding any (not necessarily oriented)
isogeny between them.

Remark 5.1. For the purpose of security analysis, a (full) kernel representation of 
an O-orientation is equivalent to an efficient representation of an O-orientation
in the sense of [83, p. 7-8]. Indeed, a kernel representation is a specific instance 
of an efficient representation, and given an efficient representation of an O-
orientation, a kernel representation can be computed in polynomial time.9

9 Assuming that M is smooth.
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Heuristically, we expect that the class group action covers the supersingular 
j-invariants roughly uniformly.

Conjecture 5.2. Let p be a prime number and let j ∈ Fp2 be a supersingular j-
invariant different from 0, 1728.  Let  D denote a fundamental discriminant such 
that D does not split modulo p, and denote by O the associated maximal order.
Then

p

12
lim

D→∞
#{(E, ι) | j(E) = j, ι is an O-orientation}/ ∼=

#Cl(O)
= 1.

This is roughly motivated by equidistribution results for CM points [45, 65]. 
A weaker, but provable, result is that if |Disc(O)| is sufficiently large then every 
supersingular elliptic curve is O-orientable; see [46, Thm. 1.2] for a precise (but 
ineffective) statement, and [61] for a weaker (but effectiv e) statement.

We summarize the above discussion into the following (inexact) formu lation
of our main heuristic assumption.

Heuristic 5.3. If #Kpriv and Disc(O) are sufficiently large, then acting by (the 
image in Cl(O) of) uniformly random elements of Kpriv on a fixed primitively 
O-oriented supersingular base curve yields (O-oriented curves with) statistically
uniform supersingular j-invariants.

We now provide some experimental evidence toward this hypothesis. Note 
that for parameters of cryptographic size, we expect collisions between random 
private key pairs to be unlikely, even when the heuristic is false. In particular, 
we expect to be able to falsify the heuristic only for smaller values of p. We will 
restrict o ur experimental parameters to the case where #Kpriv ≈ p, which is in
line with what is dictated by generic attacks according to our security analysis
below.

In the first set of experiments, we use p = 67339 ≈ 216,  for  which  p +  1  =  
22 · 5 · 7 · 13 · 37 and p − 1 = 2 · 33 · 29 · 43; see Sect. 6.2 for why such a choice 
of prime is natural. We take M =  33 · 5 · 7 · 13 · 29 · 37 · 43 to be the odd part 
of (p + 1)(p − 1). Next, we choose the smallest possible value of B for which the 
private key space is of size ≥ 216;  this  is  B =  4,  for  which  #Kpriv = 203125. 
For various values of r ∈ Z>0, we compute orientations on the base curve (E0 : 
y2 = x3 + x) corresponding to an endomorphism of degree M r (and negligibly 
small trace). We then act by the first 5612 elements (this is the total number 
of supersingular j-invariants in Fp2)  of  #Kpriv, ordered lexicographically, a nd
record the total number of distinct j-invariants encountered. Comparing the
results to the uniform distribution, we report on the one-sided p-value, i.e. the
probability that we obtain at most the observed amount of distinct j-invariants
assuming that the distribution is uniform, in Table 2. The difference with the 
uniform distribution is statistically significant for r =  1, which corresponds to a 
discrimimant of size | Disc(O)|  ≈  231; this is as expected, since this is likely too 
small to cover all supersingular j-invariants, let alone uniformly. Interestingly, 
for r =  3  we obtain significantly more distinct j-invariants than what would
be expected from a uniform distribution. A possible explanation for this is that
curves that are connected by small degree isogenies are typically not isomorphic



162 M. Houben

(since few curves have small degree endomorphisms), hence there is a bias for 
elements of Kpriv that are close, say in 1-norm, to correspond to distinct j-
invariants.

Table 2. Experimental results for p ≈ 216.

r 1 2 3 4 8 16 
#  distinct j 3475 3554 3630 3547 3553 3576 
p-value 0.0010 0.6154 0.9998 0.4975 0.5990 0.8917 

In the second set of experiments, we use p =  8·3·5·7·17·19·23·29·31−1 ≈ 232. 
We take M to be the odd part of p+1.  Using  B =  16, we obtain a key space of size 
≈ 232.7.  This  time,  we  act  by  216 uniformly random elements of Kpriv, and store 
the 8 most significant bits of the MD5 hash of the resulting j-invariant. We then
compare the resulting distribution with the uniform one using a χ2 distribution
test. None of the obtained p-values indicates a statistically significant deviation
(Table 3). 

Table 3. Experimental results for p ≈ 232.

r 2 3 4 8 16 
χ2 statistic 231.93 231.61 233.84 259.84 246.75 
p-value 0.847 0.851 0.825 0.404 0.633 

Classical Security. The most important classical attacks are ( depth-first)
meet-in-the-middle (MITM) [26] and van Oorschot-Wiener golden collision 
search (vOW) [69]. Given access to O(#K1/4) memory, the first has an asymp-
totic time complexity of O(#K1/4). vOW has a worse time complexity, but 
performs better when memory is limited. It was argued in [26, Sec. 5.2] and [2] 
that given realistic constraints on the amount of available memory, vOW is the 
superior algorithm for a classical attack. Using the estimates of [26], we require 
bitsizes of log2(#K) = 221, 234, 332 for NIST levels 1, 2, 3 respectively. In [12], 
the more conservative choices log2(#K) = 256, 256, 348 (for the same respective 
NIST levels) are also considered. Note that classical generic supersingular isogeny 
path finding has complexity O(p1 /2), which loses to vOW in case #K ≤ p.

Quantum Security. Assuming the heuristic that the ideal classes [li] span 
Cl(O), Kuberberg’s algorithm [54, 55, 72] has time complexity subexponential 
in the class number #  Cl(O),  where  #  Cl(O)/|Disc(O)|1/2 is, asymptotically on
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average, equal to ≈ 0.46 [33, p. 290]. Although estimates of the actual complexity 
of Kuperberg’s algorithm for concrete parameters c hoices—most prominently for
CSIDH—are still subject of debate [8, 10, 26, 70], the most recent papers on the 
topic employ the relatively pessimistic estimates [12, 13]  of  2048- and  4096-bit 
discriminants for “aggressive” and “conservative” N IST level 1 respectively.

Like CSIDH and B-SIDH [37], the degrees of the secret isogenies are large 
compared to p, so Tani’s algorithm [52, 80] does not give an advantage com-
pared to the best generic path finding algorithm BJS [9]. The latter has a time 
complexity of O(p1/4), which suggests primes of bitsize ≥ 256 for NIST level 1. 
However, the more aggressive value log2(p) = 230 has also been proposed [37, 
Sec. 5.2].

Non-generic Attacks. In case the imaginary quadratic order O is not max-
imal, the class group can be reduced to that of a larger order if an ascending 
isogeny can be computed. This applies most notably to SCALLOP (and vari-
ants), where it is argued that computing such an ascending isogeny is infeasible,
see e.g. [41, Sec. 7], because it has large prime degree. In OSIDH [34], the 
ascending isogeny is of smooth degree, which means that access to an efficient 
representation of the orientation renders the protocol insecure [67]; it was shown 
that this leads to a practical (though exponential time) attack [40]. In prac-
tice, we choose to orient only by maximal orders (we use discriminants that are 
squarefree), so that this attack does not apply.

In case the exponent of the class group is exceptionally small, there are quan-
tum attacks that outperform Kuperberg’s [23, 31, 56]. Heuristically [32], however, 
we expect the class group to be close to cyclic, s o that these attacks do not apply.

In some cases, primes that ramify in the class group l ead to attacks based
on self-pairings [19], most notably for the decisional Diffie–Hellman problem [20, 
24]. The complexity of these attacks is polynomial in the size of the ramifying 
prime, hence infeasible for discriminants that contain no small prime divisors. In 
practical instances, we avoid these attac ks by using a discriminant that is either
prime or the product of two large primes, cf. Sect. 4.1. 

By construction, the kernel representation of the orientation on the public 
key curve contains images of smooth torsion points under a secret isogeny. In 
public key compression, this information is automatically masked, because it is 
reduced to the subgroup that the point generates (in fact, this subgroup is an 
eigenspace for the action of ι(σ) on the M -torsion, which could be recovered from
any efficient representation of the orientation). However, torsion point attacks
based on higher-dimensional isogeny interpolation [16, 62, 73] do not seem to 
apply, even if the kernel representation is sent in uncompressed form, because 
the degree of the secret isogeny is unknown (in fact the degree is the secret,
because it is in one-to-one correspondence with the exponent vector).
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6 Practical I nstances

6.1 A First Approach 

Since the main idea of representing an orientation as a chain of isogenies is 
that we can increase the size of the discriminant without increasing the size 
of the base field (and so to mitigate subexponential quantum attacks), it is 
tempting to consider a base field of minimal characteristic p,  say  e.  g. 256 bits
for “conservative” NIST level 1. For example

p = 25 · 33 · (5 · 7 · 11 · . . . · 193)
skip 173

−1 ≈ 2256.5. (8) 

We then take M = p+1,  so  that  E(Fq)  =  E[M ] for the base curve E : y2 = x 3+x.
Next, we can use the method of Sect. 4 to generate a primitive orientation by an 
order O = Z[σ] where N (σ)  =  M r and tr(σ) is small, where we require r =  16  
to attain a 4096-bit discriminant. Finally, we determine the size of the exponent 
vector required to attain a key space of 256 bits. Note that the number of distinct 
prime divisors i | M is n =  43. The smallest positive integer B ∈ Z>0 for which

2256 < #K =
n

i=1

(1 + eiB) = (1 + 5B)(1 + 3B)(1 + B)41

is B = 58. Recall that B is the number of iterations of Algorithm 1 in the 
evaluation of the class group action to attain the desired key space. Although all 
isogeny computations are over a small base field and of small degree ≤ 193,  this  
is likely suboptimal. The issue here is that the size of the key space is exponential 
in n but only polynomial in B; this suggests a trade-off between minimizing the
size of p and maximizing the number of prime divisors i | (p + 1).

6.2 The Twist Trick 

A well-known trick [6, 36, 43, 76, 77] when lacking torsion, is to consider points 
on the quadratic twist Et of E. It has opposite trace of Frobenius, so that 
#Et(Fq)  =  (p − 1)2.  The  Fq-rational points on the twist correspond to points 
on E(Fq) with x-coordinate in Fq (but y-coordinate in Fq2 = Fp4). When using 
x-only arithmetic, such p oints can be handled purely using Fq-arithmetic. In
our situation, such points may thus be part of the kernel representation of the
orientation with virtually no loss of efficiency.10 In effect, this means that we 
can add prime divisors of p − 1 to the set of i used in the class group action 
computation. We remark that the analogue of this trick in the case that the base
field is Fp is also used in CSIDH, the difference being that in the CSIDH setting

10 One technicality is that points on the twist must be individually pushed through 
every isogeny, increasing the minimum number of isogeny evaluations in the group
action computation. In practice, this restricts the space of possible strategies; cf.
Sect. 3.4. 
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the group of Fp-rational points on the twist has the same order a s that of the
curve itself.

Finding twin-smooth primes, i.e. prime numbers p for which p +  1  and 
p − 1 are both smooth, is a non-trivial number-theoretic problem [35, 79], 
which has recently gained attention in isogeny-based cryptography [11, 38, 77, 78] 
for its applications in B-SIDH [36], (one-dimensional) SQISign [42, 43, 76], and 
POKE [6]. For the primes that we require, the number p2−1  =  (p+1)(p−1) need 
not necessarily be fully smooth (i.e. a possibly large prime divisor is allowed), 
since we are free to use any M | (p2 − 1). However, contrary to the applica-
tions mentioned above, we require many distinct prime divisors i | (p2 − 1).  An  
example, which was communicated to us by Bruno Sterner, is the 256-bit prime 

p = 0xaee61f0e7eb0b904142a14b1ba552ca011c6104b007e448fe6aed1f1af734f1f, 

where the prime factorizations of p ± 1 are 

p +  1  =  25 · 72 · 11 · 23 · 29 · 37 · 41 · 43 · 53 · 61 · 67 · 73 · 79 · 83 
· 103 · 107 · 131 · 137 · 149 · 173 · 199 · 211 · 277 · 307
· 5370594787 · 10398664516670979076559;

p − 1 = 2 · 32 · 5 · 13 · 17 · 19 · 31 · 47 · 59 · 71 · 89 · 97 · 101 · 109 · 113 · 127
· 139 · 151 · 157 · 163 · 167 · 179 · 181 · 191 · 193 · 223 · 233 · 269
· 16793651481272952227055481.

Finding primes that are “optimal” for evaluating the class group action depends
on an optimized implementation of Algorithm 1. Both require a significant 
amount of non-trivial effort and are left for future work.

6.3 An Example 

Using the prime number p above, we define M to be the pro duct of all small
(i.e. ≤ 307) odd11 prime power divisors ei 

i of p ± 1, i.e. 

M =  32 · 5 · 72 · .  .  .  · 233 · 277 · 307 =
n

i=1

ei
i .

Using the method of Sect. 4.1, we found an orientation on E : y2 = x3 + x by an 
element σ ∈ End(E) for which

N(σ) = M13 and tr(σ) = 29171033,

11 Although there is no theoretical limitation preventing us from including the power 
25 , this leads to some practical technicalities when using K ummer arithmetic for
Montgomery curves; cf. the section “Future Work” in [71, README.md]. Since we are 
anyway far from an optimized implementation, we chose to exclude even-degree 
isogenies in the example (at the cost of a minor loss in efficiency).
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such that |Disc(σ)| =  4M 13 − 29171033 ≈ 24105 is prime. Next, using a m inor
modification of the method of Sect. 4.2 to include points on the quadratic twist, 
we generated a kernel representation of the orientation on the base curve. This 
(pre)computation was relative ly expensive, and took about 200 core hours on a
desktop CPU12, with the vast majority taken up by the e ffective Deuring corre-
spondence [47]. We obtain a key space of size 256 bits for B =  33.  Using  t  hese
parameters, our (unoptimized) proof-of-concept SageMath [81] implementation 
executes a class group action corresponding to the conservative NIST level 1
category (cf. Table 1) using Algorithm 1 on a single core o f a laptop CPU13 in 
a  median  53.4 s  (over  100 ideal classes, standard deviation ≈ 0.1 s). We relied 
on a package by Giacomo Pope for Kummer arithmetic [71]. Using the same 
algorithms for isogeny computations, our SageMath implementation of the class
group action from dCSIDH [12] for the 4096-bit prime given in [12, Table 1] runs 
in a median 370.6 s  (over  40 ideal classes, standard deviation ≈ 2.2 s), exclud-
ing random point sampling. It should be stressed that, since both benchmarks 
are based on heavily suboptimal implementations, future work needs to be done
to accurately assess the practical performance difference. The SageMath code
associated to our implementations can be found in the GitHub repository [1]. 

7 Future W ork

Implementation. There are various tricks, mostly from the CSIDH literature, 
to speed up the computation of class group actions on o riented elliptic curves.
For an optimized implementation of Algorithm 1 in a low-level programming 
language we should include (at least) the following methods

(i) Optimal differential addition chains [25]; 
(ii) Different elliptic curve models [64]; 
(iii) Optimal strategies [28, 30, 50, 63, 68]; 
(iv) Fast constant-time finite field arithmetic [12, 13]. 

Secondly, we would like to find good choices for the parameters, most notably 
the characteristic of the base field p. This involves a further study of twin smooth 
primes and—due to the unique shape of prime—likely requires new techniques. 
In practice, these two goals are heavily interdependent, in the sense that the
optimal parameters depend on an optimal implementation and vice versa. It
would be most interesting to compare to the optimized implementations of
dCSIDH [12] and dCTIDH [13] in practice. Another interesting contender is 
the non-interactive isogeny-based key exchange protocol ⊗-MIKE [74], which is 
based on a generalization of the class group action known as the module action,
though, at the time of writing, no implementation is publicly available.

12 Intel i9-9900KS @ 4.00 GHz.
13 AMD Ryzen 7 PRO 8840U @ 3.30GHz.
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Public Key Validation. In a non-interactive key exchange with static keys, 
one is required to validate public keys to prevent active attacks. Indeed, a mali-
cious Bob could publish a representation of a “weak” orientation (e.g. with several 
i ramifying in the c lass group) an infer information about Alice’s secret from

(the success or failure of) subsequent encryptions. Note that in the public key
decompression algorithm, Sect. 5.1, we already verify that the full kernel repre-
sentation corresponds to an endomorphism τ ∈ End(E1) of degree M r = N(σ). 
Indeed, every Pj has order M by construction, and we checked that t he last
isogeny ϕr maps to E1. What remains to verify is that

tr(τ) = tr(σ). (9) 

Indeed, if this holds, then Disc(τ)  =  Disc(σ), and we can conclude that our 
kernel representation corresponds to a Z[σ]-orientation. Moreover, since we chose 
Disc(σ) to be a fundamental discriminant, we are guaranteed that the orientation 
is primitive. There exist generic polynomial time algorithms that compute the
trace of an endomorphism that is given as a sequence of isogenies of smooth
degree [66], but these are likely not the best we can do for our particular situation,
for at least two reasons.

(i) We assume that we have a large amount of smooth rational torsion. This 
gives a strong advantage compared to generic algorithms [66, Sec. 3.3].

(ii) We do not require to compute the trace, but merely have to verify that it is 
correct. In p articular, this means that we may not require discrete logarithm
computations [66, Sec. 3.3(3)] (cf. the d iscussion below).

As a partial result, it is not too difficult to see that the trace can be easily verified 
modulo M , as follows. To check the validity of (9) (mod M), we will use the 
point R1 ∈ E1[M ] that we computed during public key decompression. Let us 
write R1 = λP1 + μQ1,  where  λ, μ ∈ (Z/M Z) are unknown to us (for now). By 
construction, we have 

Q1 = τ(R1)  =  [μ] ◦ τ(Q1)  =  [μ] ◦ (τ +  ̂τ)(Q1)  =  [μ · tr(τ)]Q1. 

Denoting by eM : E[M ] × E[M ] → μM the M -Weil pairing, it follows that 

e M (P1, Q1) = eM (P1, R1)tr(τ).

Using two Weil-pairing computations and one exponentiation in Fq, we can thus
verify that tr(τ) ≡ tr(σ) (mod M).14 This is not sufficient, because we need 
to determine the trace modulo at least 4M r/2 due to the Hasse–Weil bound. 
We remark that knowing tr(τ ) (mod M) does give a head start when using the
generic trace computation [66], since the latter works by computing the trace 
modulo sufficiently many small integers and lifting via the Chinese Remainder 
Theorem (CRT). We leave determining the best algorithm to validate public keys 
as a topic for future research, the main question being whether we can verify the
trace, say modulo Mr/2, without resorting to generic techniques.
14 Note that, if we were to compute the trace from scratch, we would require a discrete 

logarithm computation to obtain tr(τ) (mod M).
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