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Abstract. Following Ibukiyama, Katsura and Oort, all principally
polarized superspecial abelian surfaces over F, can be represented by
a certain type of 2 X 2 matrix g, having entries in the quaternion algebra
Bp.o. We present a heuristic polynomial-time algorithm which, upon
input of two such matrices gi1,g2, finds a “connecting matrix” repre-
senting a polarized isogeny of smooth degree between the corresponding
surfaces. Our algorithm should be thought of as a two-dimensional ana-
log of the KLPT algorithm from 2014 due to Kohel, Lauter, Petit and
Tignol for finding a connecting ideal of smooth norm between two given
maximal orders in By .

The KLPT algorithm has proven to be a versatile tool in isogeny-
based cryptography, and our analog has similar applications; we discuss
two of them in detail. First, we show that it yields a polynomial-time
solution to a two-dimensional analog of the so-called constructive Deur-
ing correspondence: given a matrix g representing a superspecial prin-
cipally polarized abelian surface, realize the latter as the Jacobian of a
genus-2 curve (or, exceptionally, as the product of two elliptic curves
if it concerns a product polarization). Second, we show that, modulo a
plausible assumption, Charles—Goren—Lauter style hash functions from
superspecial principally polarized abelian surfaces require a trusted set-
up. Concretely, if the matrix g associated with the starting surface is
known then collisions can be produced in polynomial time. We deem
it plausible that all currently known methods for generating a starting
surface indeed reveal the corresponding matrix. As an auxiliary tool,
we present an efficient method for converting isogenies of powersmooth
degree into the corresponding connecting matrix, a step for which a pre-
vious approach by Chu required super-polynomial (but sub-exponential)
time.
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1 Introduction

In isogeny-based cryptography, the core problem is that of finding an explicit
isogeny between two isogenous elliptic curves over a finite field. Here, “explicit”
often implicates that the degree of the isogeny is powersmooth, or a power of
some small prescribed prime number ¢. For reasons of both security and effi-
ciency, almost all cryptographic constructions restrict their focus to supersingu-
lar elliptic curves. Famously, Deuring [19] proved that such curves are (essen-
tially) in one-to-one correspondence with maximal orders in the quaternion alge-
bra B, o, ramified at p and oo; here p denotes the field characteristic. Under this
correspondence, isogenies correspond to ideals, and the isogeny-finding problem
translates into finding a connecting ideal between two given maximal orders
00,01 C By oo, where one then aims for integral ideals I whose norm n(I)
is powersmooth or a power of /. Interestingly, this quaternion version of the
isogeny-finding problem can be dealt with efficiently: in 2014, Kohel, Lauter,
Petit, and Tignol [33] proposed a polynomial-time algorithm, now commonly
known as the KLPT algorithm, for solving exactly this problem.

This result has had an amplitude of consequences, both constructive and
destructive. For example, it breaks the second pre-image resistance of the
Charles—Goren—Lauter (CGL) hash function [21,22] when using an untrusted
set-up. A more recent cryptanalytic example is the break of pSIDH [10].> More
fundamentally, it has led to a key insight in isogeny-based cryptography. Namely,
on one hand, given a maximal order in B, ., one can use the KLPT algorithm to
compute a corresponding supersingular elliptic curve E /Fp in polynomial time:
this is called the constructive Deuring correspondence and it is practical for cryp-
tographically sized values of p [23]. On the other hand, the converse problem,
namely computing the endomorphism ring of a given supersingular elliptic curve,
is believed to be very hard. By now, we understand, in a heuristic-free way,?
that this is in fact the central hard problem in (supersingular) isogeny-based
cryptography [45]. That is, the Deuring correspondence is a one-way function,
and it allows for trapdoors, e.g., in the form of secret isogenies to an easy base
curve. This has sparked many important constructions, where we highlight the
Galbraith-Petit—Silva (GPS) signature scheme [25] and SQIsign [18].

Recently, the field of isogeny-based cryptography was shaken up by the use
of higher-dimensional principally polarized abelian varieties. Earlier works such
as [7,11,24,43] studied these objects in their own right, but the real catalysts
were the attacks on SIDH [5,35,39] which revealed a very powerful interplay
between higher dimension and dimension one, i.e., the world of elliptic curves.
Constructive applications followed soon, especially because the machinery allows
for efficient representations of isogenies of arbitrary degree [40]. This has culmi-
nated in various new schemes, including SQIsign variants [1,17,20,37] improving
over their ancestor in terms of speed, compactness, and security foundations.

! The attack from [10] does not invoke the KLPT algorithm directly; rather, it uses
and adapts several of its subroutines.
2 Modulo a reliance on the generalized Riemann hypothesis.
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In view of these current trends, a higher-dimensional analog of the KLPT
algorithm is an important lacking tool. The direct provocation for this research
is the PhD thesis by Chu [11], who mentions this as a missing ingredient in a
GPS-style signature scheme from superspecial principally polarized abelian sur-
faces. Here, the Deuring correspondence is to be replaced with a correspondence
due to Ibukiyama, Katsura and Oort [29] describing principal polarizations and
polarized isogenies in terms of 2 x 2 matrices with entries in B), . Such a missing
analog of KLPT is exactly the central result of our paper.

Main Contributions:

— KLPT?. We provide a two-dimensional analog of the KLPT algorithm: upon
input of two matrices g1, g2 representing two principally polarized superspe-
cial abelian surfaces, the KLPT? algorithm heuristically finds, in polyno-
mial time, a “connecting matrix” representing a polarized isogeny of reduced
degree N. We provide versions both for N = ¢¢ (where ¢ is a small pre-
scribed prime number) and for N powersmooth. In both cases, the value of
N achieved is in O(p25+0(1)). The main techniques are the following. First
we observe that if the matrices g1, g2 are in a very special form, then find-
ing a connecting matrix is easy (Lemma 3.3). This turns the problem into a
transformation problem: instead of connecting two matrices, try to transform
one matrix into a standard form. An important challenge is to bound the
output degree in a way that only depends on p and not on the sizes of the
matrices g;. This is handled using certain size reductions and solving certain
Diophantine equations. One noteworthy ingredient is an algorithm that given
a,c € O (where O is a maximal order in B), o) that have coprime norm,
finds b,d € O such that the reduced norm of the matrix (‘Cl fl) is a power of ¢
(or powersmooth) in O(p>T°M). Quite surprisingly, this problem is essentially
equivalent to 1-dimensional KLPT (Sect. 3.2). We deem it very likely that the
exponent 25 4+ o(1) can be improved, but leave such sharpenings for future
work (and we note that future improvements on one-dimensional KLPT also
improve our results).

—  Constructive Ibukiyama—Katsura—Qort (IKO) correspondence. In Sect. 4.1,
we describe an efficient algorithm for matrix-to-isogeny conversion for pow-
ersmooth degrees (thereby ticking off an unsurprising but missing ingredient
in Chu’s aforementioned signature scheme). Combined with our KLPT? algo-
rithm, this yields a heuristic polynomial-time method for an analog of the
constructive Deuring correspondence, described in Sect. 5.1: given a matrix g
representing a principally polarized superspecial abelian surface, we explicitly
realize this surface as either the Jacobian of a genus-2 curve, or as a product
of elliptic curves equipped with the product polarization.

—  Polynomial-time isogeny-to-matrix conversion for isogenies of smooth degree.
In order to transfer more advanced applications of KLPT to dimension two,
one also needs an efficient solution to the converse problem: given a princi-
pally polarized superspecial abelian surface A; with known matrix g;, along
with a polarized isogeny ¢ : A7 — As, find a matrix g, corresponding to
Ay along with a connecting matrix corresponding to ¢. In the special case
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of (¢, ¢)-isogenies, where ¢ denotes any small prime, we provide a simple and
efficient method for computing such a connecting matrix, and then g, follows
right away. This then naturally extends to a polynomial-time algorithm for
isogeny-to-matrix conversion for polarized isogenies of powersmooth degree.
In this way, we by-pass the need for invoking Chu’s super-polynomial (but
sub-exponential) time algorithm for the principal ideal problem (PIP) in
quaternionic matrix rings [11, Chapter 2]. Finally, by mimicking a method
due to Eisentrager, Hallgren, Lauter, Morrison and Petit [21, Algorithm 9], in
Sect. 14 we lift this to a polynomial-time algorithm for isogeny-to-matrix con-
version for polarized isogenies of arbitrary smooth degree, through a repeated
application of KLPT?2.

— Attacks on CGL style hash functions. Section 5.4 describes our main appli-
cation: an attack on CGL-type hash functions in dimension two, which were
explicitly proposed in [7,13,24,34,43], in the case of an untrusted set-up. This
is similar to the KLPT-based attacks [21,22] on the original CGL hash func-
tion. Concretely, if the starting surface comes with a known matrix g (which
seems a fair assumption to make in all untrusted instantiations) then we can
use the KLPT? algorithm to find collisions. Unfortunately, it does not allow
us to find second pre-images, due to the fact that KLPT? does not produce
“good” chains of (¢, £)-isogenies in the sense of [7] (see Corollary 5.4).

We conclude this introduction by noting that our KLPT? algorithm can be seen
as a constructive proof (modulo heuristic assumptions) of the dimension-two
case of Jordan and Zaytman’s recent result that the graph of (¢, ..., ¢)-isogenies
between superspecial principally polarized abelian varieties is connected [30].

Outline

We provide some background on the KLPT algorithm, principal polariza-
tions, the Ibukiyama—Katsura—Oort correspondence, and quaternionic matrices
in Sect. 2. We describe our generalization of KLPT to dimension two in Sect. 3
and discuss routines for matrix-to-isogeny and isogeny-to-matrix conversion in
Sect. 4. We describe our applications of KLPT? in Sect. 5. This is the shortened
proceedings version of a longer paper that can be found online [6], to which we
refer for all the missing proofs, several accompanying remarks, and some natural
directions for future research. The numbering of our theorems, lemmas, remarks
etc. is consistent with that of the full version.
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2 Preliminaries
2.1 Deuring Correspondence and the KLPT Algorithm

For general background on quaternion algebras, we refer to [44]. For now, recall
that a (rational) quaternion algebra B is a central simple algebra of dimension 4
over Q. An order in B is a subring O C B containing 1 which has rank 4 as a Z-
module. An order is called maximal if it is maximal with respect to inclusion. The
isomorphism class of a quaternion algebra is determined by its local behaviour:
for which completions Q, do we have that B ®qg Q, is a division algebra? Such
places v are called ramified.> In this paper we will be concerned with B, ., the
unique quaternion algebra up to isomorphism which is ramified at co and at a
fixed prime number p (typically of cryptographic size). The endomorphism ring
of every supersingular elliptic curve over Fp is isomorphic to a maximal order
O C By - Under this isomorphism, the degree of an endomorphism corresponds
to the norm* n(u) of the corresponding quaternion w.

Ezample 2.1. If p = 3 mod 4 then one can realize the quaternion algebra By, o
as Q(1,i,5,k) with i? = —1, j2 = —p and k = ij = —ji. The elliptic curve
Eo : y* = 23 + x with j(Ep) = 1728 is supersingular. Here End(Ep) = Oy with

i+ 14k
={1 T,
OO <7Za 2 ) 2 >

One isomorphism 7 : Oy — End(Ey) arises by letting 7(i) : (x,y) —
(—z,v/—1y) and 7(j) : (z,y) — (2P, y?). As mentioned: n(u) = deg(7(u)) for all
u e 00.

The Deuring correspondence [19] asserts that this turns into a categorical
equivalence between supersingular elliptic curves defined over Fp (up to Galois
conjugation) and maximal orders in By, o, (up to isomorphism or, equivalently, up
to conjugation). On the elliptic curve side, the non-zero morphisms are isogenies
@ : By — Fj. On the quaternion side, such an isogeny ¢ corresponds to a
rank-4 sub-Z-module I C B, o, which is a left, resp. right, ideal of a maximal
order Oy = End(F)y), resp. O1 = End(FE;). This ideal is then referred to as a
connecting ideal of Oy and O;. Note that endomorphism rings can be embedded

3 In the non-ramified cases we have B ®q Qv = M2(Qu).
4 Or rather to its reduced norm in the sense of [44, Section 3.3]; throughout this paper,
for simplicity, we will drop the adjective “reduced”.
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into B, o in many ways: any embedding can be post-composed with conjugation.
This warrants the notion of equivalent ideals: a left ideal J C Oy will be a right
ideal of an order O] = O, if and only if there exists 5 € B, » \ {0} such that
J = I(. On the geometric side, this corresponds to different isogenies connecting
the same curves. The left ideals I, J C Qg are then said to be equivalent.
There is an explicit geometric view on Deuring’s construction of the ideal I: it
can be seen as the subset of End(Ejy) that is obtained by post-composing ¢ with
all elements of Hom(F1, Ep). Thus I encodes the set of all isogenies E; — Ejy,
and the norm of every element of I is divisible by the degree of . More precisely,
it can be shown that deg(y) equals n(I) = gcd{n(u) | u € I}, the norm of I.
The Deuring correspondence implies that there is a natural quaternion analog
of the f-isogeny pathfinding problem. Indeed, upon input of two maximal orders
O, 01 C By o connected by an ideal I, it amounts to finding an equivalent left
ideal J C Oq of norm ¢¢ for some e > 1. An alternative viewpoint taking the
geometric interpretation into account is as follows: when given one connecting
ideal I, it is enough to find o € I such that n(c) = n(I)¢¢. This is exactly
the problem that is addressed by the KLPT algorithm [33].% It is then easy
to check that J = I with 8 = &/n(I) is an equivalent ideal with norm ¢¢.
Geometrically, under the above identification of I with Hom(E;, Ey)y, we can
write 0 = T for a degree-¢¢ isogeny 7 : E1 — Ey, and then J corresponds to
Hom(FE1, Ey)pd/ deg(p) = Hom(E1, Eg)ep7/ deg(p) = Hom(Ey, Eg)7.

Remark 2.2. This is an important view on KLPT as we will need it in exactly
the version where it finds an element of prescribed norm in a certain ideal.

The way KLPT proceeds is as follows. Using a simple trick one can assume
knowledge of a left ideal I C Oy of prime norm N, so we would like to find an
element o € I of norm N/¢. First one finds v € Oy whose norm is N{¢¢°. Now
the ideal J = OgN + Ogy has norm N. Locally, i.e., modulo N, I and J reduce
to proper left ideals of the matrix ring My(Z/NZ) and such ideals only differ
by right-multiplication by an invertible element §. Such a § can be computed
locally and lifted to Oy (using an explicit isomorphism between Oy/NOy and
My(Z/NZ)) which implies that v0 € I. Now the key is that J is determined
modulo N only, so what is left to do is choose an appropriate lifting such that
n(d) = ¢°'. This step is called strong approzimation and in [33] it is carried
out for special extremal orders Oy, i.e., maximal orders containing an imaginary
quadratic order with small discriminant (it can be modified to work for arbitrary
orders, see [18, Section 5] and [10, Section 5]). Now it is clear that vd will fit our
criteria with e = eg +e;. The KLPT algorithm can ensure that ¢¢ € O(p>+°(1)).6

2.2 Principally Polarized Abelian Varieties

For detailed background, we refer to [4,11,29,36]. An abelian variety over an
algebraically closed field is a projective algebraic variety which is also an alge-

5 In other applications of KLPT one searches for connecting ideals having pow-
ersmooth norm, but the approach is entirely the same.

6 The original bound from KLPT is in the order of p>®, but an improvement due to
Petit and Smith [38], reported in [9, Algorithm 13], reduces this to p>T°(!) as stated.
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braic group. The notion generalizes that of an elliptic curve, which is an abelian
variety of dimension one. However, for most uses (including in cryptography),
the more relevant generalization is that of an abelian variety equipped with a
principal polarization. Unfortunately, this notion does not admit a down-to-earth
definition. Luckily, the exact construction is not really important for this paper,
which is mostly algebraic in nature. Therefore, the reader who is unfamiliar with
the notation and terminology below can just think of a polarization as a certain
kind of isogeny (i.e., a finite surjective homomorphism) between A and a com-
panion abelian variety A called its dual.” We include a formal definition, e.g., to
allow the reader to verify the proof of Theorem 2.8 further down:

Definition 2.3. A polarization on a g-dimensional abelian variety A is an
1sogeny of the form
A A— A:PicO(A)
P [t_p(D)— D]

with D an ample divisor on A, where t_p denotes point-wise translation by —P.
It can be shown that deg(\) = (D9/g")? with DY the self-intersection number
of D. If this degree is equal to 1 then the polarization is called principal. Write
PPol(A) for the set of principal polarizations on A.

The reason why the notion of a principally polarized abelian variety still
generalizes that of an elliptic curve is that, in the latter case, there is a unique
principal polarization, called the canonical polarization. It is given by the negated
Abel-Jacobi map: P — [(00) — (P)]. The uniqueness typically no longer holds
in higher dimension. This is notoriously true for superspecial abelian varieties,
which are our main objects of interest. A g-dimensional superspecial abelian
variety is a variety which—as an unpolarized variety—is isomorphic to a product
of g supersingular elliptic curves. It can be shown that, for a fixed characteristic
p, all such products are pairwise isomorphic as soon as g > 2 [41, Theorem
3.5]. However, this unique isomorphism class carries @(pg(9+1)/ %) inequivalent
principal polarizations (in the sense of Definition 2.7 below).

Definition 2.4. A (polarized) isogeny between two principally polarized abelian
varieties (A, ) and (B, Ag) is an isogeny ¢ : A — B that respects the polar-
izations, i.e., there exists a positive integer N for which the following diagram
commutes

A—*+B
[N])\Al J/)\B
A e B

Here, ¢ is the dual isogeny, defined by taking inverse image divisors under .
One has deg(p) = N9, and we call N = degrd(y) the reduced degree of . If
N =1 then ¢ is called a (polarized) isomorphism; we write (A, Aa) = (B, Ap).
" Not all isogenies A — A are polarizations: a certain positivity condition should be

satisfied. E.g., if A is a polarization, then —\ is not. See [12, pp. 6-7] for a discussion.
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Remark 2.5. Given a principally polarized abelian variety (A,A4), an abelian
variety B and an isogeny ¢ : A — B, in general there does not exist a principal
polarization A\g : B — B such that  is polarized. If it does exist, then Ap is
unique and called the induced principal polarization. Assuming that deg(y) =
N9 for some integer N coprime with the field characteristic, a necessary and
sufficient condition for existence [31, Proposition 1.1] is that ker(y) is a maximal
isotropic subgroup of A[N], where isotropic means that ey », (P, Q) =1 for all
P,Q € A[N], with ey x, : A[N] X A[N] — pun the N-Weil pairing with respect
to the principal polarization A4. In this case degrd(p) = N.

Remark 2.6. An isogeny ¢ is said to be an (Njp,...,N,)-isogeny, for certain
integers N;, if it is separable, polarized and ker(p) = @_, Z/N;Z. If degrd(yp)
is a prime number ¢, then it concerns an (¢, ..., ¢)-isogeny, where r = g.

For any isogeny ¢ : A — B and any choice of principal polarizations A4, Ag,
it is natural to consider the adjoint isogeny

G=A"¢p\p:B— A

with respect to Ag, Ap. If ¢ is polarized, then so is ¢ and we have pp =
[degrd(p)] and ¢@ = [degrd(p)]. In the context of elliptic curves, the adjoint
isogeny can be identified with the dual isogeny ¢ : B — A via the canoni-
cal polarization, with which any isogeny is compatible. This is not the case in
higher dimensions. This forces us to make a clear distinction between the dual
isogeny, which is independent from any polarization, and the adjoint isogeny,
which depends on a choice of principal polarizations and which exhibits the
common properties we are familiar with from the elliptic curve case.

If X\ is a principal polarization on an abelian variety A, then the adjoint
operator Rosy : @ — & = A"'a\, defines an involution of End(A) called the
Rosati involution (with respect to A).

Definition 2.7. Two principal polarizations Ay and Ay on an abelian variety
A are said to be equivalent if (A, A1) = (4, \2), i.e., there exists an automor-
phism a of A such that G \ia = Ao. We write PPolO(A) for the set of principal
polarizations on A up to equivalence.

Turning our focus to dimension g = 2, we recall that principally polarized
abelian surfaces can be classified as follows: they are isomorphic to either

— a product Fq x Es of two elliptic curves, equipped with the product polariza-
tion, coming from D = (E; x {o0}) + ({00} x E»), or

— the Jacobian Jac(C) of a genus-2 curve, equipped with the canonical polar-
ization, coming from D = (u(C)) with u : C' < Pic’(C) = Jac(C) : P —
[(P) — (00)] the Abel-Jacobi map (where co € C' denotes any base point).

With respect to product polarizations, the adjoint admits a very explicit descrip-
tion which follows from the proof of [3, Proposition 4.10]. Consider four elliptic
curves F1, Fs, F3, F4 and assume we have an isogeny ¢ : Fy X Fo — E3 X Fy,
not necessarily polarized. We can write this isogeny in matrix form:
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(o)~ (i) (@)
v Q Qg4 Q24 Q

where each «;; : E; — E; is a homomorphism (an isogeny or the zero map)
of elliptic curves. With respect to the product polarizations on F; x E5 and

FE3 x E4, we have
- <1 ) (aAls 0714) (F>
\Q Qo3 Gi2a ) \Q)’

so in this case the map ¢ — ¢ can be thought of as a conjugate-transpose. The
isogeny ¢ is polarized if and only if

(Gos) (o) = (W)

for some positive integer N. This integer necessarily equals degrd(p), so that
deg(p) = N2. In general, by [32, Corollary 64] and [26, Proposition 3.9], we have

deg(p) = (deg 13 + deg a14)(deg s + deg any) — deg(dasans + Gagra). (1)

2.3 Ibukiyama—Katsura—Oort Correspondence

In the remainder of the paper, we fix a prime p ¢ {2,3} and a supersingular
elliptic curve Ej /Fp. Let By be the unique quaternion algebra (up to iso-
morphism) ramified exactly at p and infinity. Then, as mentioned, End(Ey) is
isomorphic through the Deuring correspondence to a maximal order Op of B .
Define Ay = Ey X Ey and consider the product polarization Ag. By our previous
discussion, the endomorphism ring of Ay is isomorphic to M2(Qp) and under
this isomorphism the Rosati involution (i.e., the adjoint operator) with respect
to Ao corresponds to the conjugate-transpose.

Recall that, considered without their polarizations, all superspecial abelian
surfaces in characteristic p are isomorphic. Consequently, every principally polar-
ized superspecial abelian surface (A, A4) is isomorphic to (Ag, A) for some prin-
cipal polarization A on Ag. Explicitly, if ¢ : Ag — A is an (unpolarized) isomor-
phism, then we can take A = @A 4. The following method due to Ibukiyama,
Katsura and Oort can be used to represent a principal polarization A on Ay as
a matrix with coefficients in Oy. One considers the map

i : PPol(Ap) — End(Ay)
D V.

noting that the image Ay '\ can be identified with an element of My(Op).

Theorem 2.8. The map p is injective and its image, once transferred to the
quaternion world through the Deuring correspondence, corresponds to
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Mat(Ao) = {(i ;) ,  S,t € Zwg,m € Op, st — 77 = 1} C GLQ(O(]),

i.e., p determines a bijection between PPol(Ag) and Mat(Ap).

Proof. This is [29, Corollary 2.9] specialized to principal polarizations (i.e., to
ample divisors with self-intersection 2). O

Remark 2.9. An alternative way of specifying a principal polarization A on Ag is
through the Rosati involution it induces on M5 (Oy). This datum is very explicitly
encoded in the matrix g = p(A):

Rosy(a) = A7Pax = (\g ' A) 1A tade) (Ag ' A) = g7t Rosy, (a)g = g ta’*g,

where we recall that the Rosati involution with respect to the product polar-
ization \g indeed amounts to the conjugate-transpose —*.2 Conversely, given
black-box access to Rosy, one can reconstruct the matrix g via linear system
solving, by considering g Rosy(b;) = bfg for a Z-basis by, ..., b1 of Ma(Op).

In a natural way, the matrix representation extends to polarized isogenies.
Let A1, A2 € PPol(Ap) be represented by matrices g1,g2 € Mat(Ap) and let
@ : (Ao, A1) — (Ao, A2) be a polarized isogeny of reduced degree N. Being an
endomorphism of Ay, we can identify ¢ with a matrix v € M2(0Op), and the
property © o = N; readily translates into

(Ao '@A0)AG A2 = NAG Ay
Using )\51)\1- = g; and identifying ¢ with ~y, this can be rewritten as

7 927 = Ngi, (2)
which is the chief equation of this entire paper. Conversely, whenever a matrix
v € Ma(Og) satisfies (2), it determines a polarized isogeny ¢ : (Ag,\1) —
(Ao, A2) of reduced degree N. In Sect.4 we will discuss methods for converting
polarized isogenies into matrices and vice versa.

We conclude with two remarks:

1. The equivalence relation for principal polarizations from Definition 2.7 nat-
urally translates to the language of matrices as well: given g1, g2 € Mat(Ay)
encoding principal polarizations A1, A2 on Ag, we have

A1~ Ao — Ju € GLQ(O()), u*glu = go.

In this case, we say that the matrices are congruent; this terminology is taken
from [27]. We then define Mat’(Ag) as the set Mat(Ag) considered modulo
congruence. Figure 1l summarizes the bijections that allow us to manipulate
(isomorphism classes of) principally polarized superspecial abelian surfaces
using only matrices with entries in Q.

8 More generally, the adjoint of a with respect to g1 = (A1), g2 = u(X2) is g7 'a* ga.
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2. Every supersingular elliptic curve in characteristic p admits a model over
[F,2, therefore the same is true for Ag and the product polarization A\g. When
working with a model such that #Ao(F,2) = (p £ 1)%, as will be the case in
practice, we know that all endomorphisms of Ay are defined over 2 as well.
Consequently, every principal polarization A = Ag(A\y 1/\) is defined over [Fp2.
If (A, \4) is a superspecial principally polarized abelian surface defined over
F,2 such that #A(F,2) = (p £+ 1)%, then it is F2-isomorphic to (Ag,\) for
some principal polarization A on Ag. See [4] for an extended discussion.

Superspecial
prlnClpally polarized Pr11'1(31p.a1 Matrices
abelian surfaces polarizations u € Mat(Ao)
(A, \4) 7Y xePpol(4) (T ) Y 0
. . up to congruence
up to polarized up to equivalence
isomorphism

Fig. 1. Classification of principally polarized superspecial abelian surfaces

2.4 Quaternionic Matrices and Determinants

When trying to define the determinant of a matrix

ab
u = <C d> c MQ(BP,OO),

care is needed in view of the non-commutativity. Note that there is no ambi-
guity in the Hermitian case (i.e., for matrices that are invariant under taking
the conjugate-transpose), which are always defined over a quadratic, hence com-
mutative, subfield of By o. In particular, it makes sense to consider det(uu*)
instead. Alternatively, one can consider the (reduced) norm N'(u), defined as
det(t(u ® 1)), where

L: M2(Bp7oo> Q@ C— M4((C)

is any isomorphism of C-algebras. As the following lemma shows, this leads to
the same result.

Lemma 2.10. det(uu*) = det(u*u) = n(a) n(d) + n(b) n(c) — tr(abdc) = N (u).

One notable consequence of the above lemma is that the map v — det(uu*) is
multiplicative; indeed this property is immediate for A'(—). Another interesting
corollary, for which we could not find an explicit reference, is the following:

Corollary 2.11. Let E/F, be a supersingular elliptic curve and let End(E) =
O C Bp.o- Let u € End(E?), which via this isomorphism can be identified with
an element of Ma(O). Then degu = N (u).
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Proof. This follows from (1) and an explicit calculation, see [6] for details. O

The multiplicativity also applies to the usual determinant when applied to
Hermitian matrices. Up to sign, this is easy to see using that A'(g) = det(g)? for
any Hermitian matrix g. But the signs match as well:

Lemma 2.12. Let u,g,h € Ma(B), o) where g, h are assumed Hermitian. Then

— det(gh) = det(g) det(h),
- det(u*gu) = N(u) det(g).

We end this section by showing that the “adjugate”? with respect to N (=) of
an invertible matrix with entries in a subring O C B,  again has entries in O.

Lemma 2.13. Ifu € Mz(O) is invertible in My (B, o) then u=' N'(u) € Ma(O).

3 Pathfinding in Dimension 2

The goal of this section (and the main goal of the paper) is the description of an
algorithm which solves the algebraic pathfinding problem in dimension 2. That
is, upon input of g1,g2 € Mat(Ap), the goal is to find a matrix v € My(Op)
and a smooth integer N such that (2) holds. More precisely, we fix any small
prime number ¢ and present the following solution, where NV is a power of /.
Just as in the original KLPT algorithm, we assume that Oy is special extremal,
i.e., it contains a quadratic order whose discriminant has a very small absolute
value [33, §2.3]. In fact, for simplicity, we restrict to p = 3 mod 4 and use the
base curve Ej : y? = 23 + 2 and maximal order Oy from Example 2.1. Note that
the Gaussian integers Z[i] are contained in Oy, so this order is of the desired
kind.

Theorem 3.1. (KLPT?). There exists a polynomial-time algorithm which
upon input g1, g2 € Mat(Ap) and a prime number £ # p, under plausible heuristic
assumptions, returns v € Ma(Oyg) such that

Y92y = g1

where (¢ € O(p*>+oV)).

9 We intentionally avoid the word “adjoint”, because the matrix u™' N(u) should
not be confused with the adjoint @ of u in the sense of Sect.2.2. Firstly, the latter
notion only makes sense when u describes a polarized isogeny with respect to certain
principal polarizations. Secondly, in case it does make sense, we have tu = ut =
degrd(u)lz, whereas u ™' N (u)u = uu™' N'(u) = deg(u)lz = degrd(u)®Iz in view of
Corollary 2.11. Recall that o = gl_lu*gg when working with respect to principal
polarizations associated with g1, g2 € Mat(Ao).
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A proof-of-concept implementation of the algorithm can be found in:
https://github.com/KLPT2/KLPT2

Further down, in Theorem 3.15, we will present a variant for powersmooth IV,
which is often better-suited for (theoretically flavoured) applications.

Our implementation also supports the “plausible heuristic assumptions”,
which are hard to state out of context and will be highlighted during the descrip-
tion of the algorithm.

Remark 3.2. Our algorithm is randomized and expected to return a differ-
ent matrix v on each iteration. Unfortunately, the output never corresponds
to a “good” chain of (¢,£)-isogenies in the sense of [7], i.e., we never have
ker(y) = (Z/t°Z)?, see Corollary 5.4. In fact, as far as we are aware, even
the mere connectedness of the superspecial (¢, £)-isogeny graph by good isogeny
chains is an open problem [7, Conjecture 3].

3.1 Finding Connecting Matrices
Our proof strategy for Theorem 3.1 is based on the following lemma.

Lemma 3.3. Let hy,hy € Ma(Op) be Hermitian matrices with equal upper-left
entries and equal determinants, i.e., we have

_(Dnr (D
w=(n) == ()

for D t1,ta € Z,r1,79 € Oy such that Dty — n(r1) = Dty — n(r3). Then for
- D KT —To
~\0 D

Proof. Explicit calculation; see the full version of our paper [6] for details. O

we have T*hoT = D?hy.

Note that in the above lemma we do not impose det(h;) = det(hs) = 1, so this
is not always a special case of (2). We only want the two determinants to be
equal, for reasons that will become apparent soon.

When given g1, g2, our goal is to transform them in a fashion such that
Lemma 3.3 becomes applicable. This is aided by the following lemma:

Lemma 3.4. Assume that 6*g20 = Nu*giu with N € Z, u,6 € Ma(Oy). Then
there exists v € Ma(Oy) such that v*gay = N N (u)?g;.

Proof. One can choose v = du~! N(u). The equality v*goy = N N(u)?g; is
clearly satisfied and Lemma 2.13 implies that v € My(Op). O

This naturally leads to the following plan for solving the problem v*goy = £¢¢;.
Namely, given g € Mat(Ap) we want to find u € Ms(Op) with the following
properties:


https://github.com/KLPT2/KLPT2
https://github.com/KLPT2/KLPT2
https://github.com/KLPT2/KLPT2
https://github.com/KLPT2/KLPT2
https://github.com/KLPT2/KLPT2
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— MN(u) = £t where e; does not depend on g (but u does).
— The top left entry of u*gu is £°2, where es does not depend on g.

How does this solve our initial problem? First we transform g; and go with
an appropriate u; and us in the above fashion. Then we invoke Lemma 3.3 as
by design the two sides have the same top left entry and the same determinant,
by Lemma 2.12. This yields a matrix 7 € M3(Op) such that

TrusgausT = (22U gruy. (3)
We can then apply Lemma 3.4 with § = ua7 to return

v = ugruy N (uy), (4)

which has reduced degree ¢2(¢1t¢2),
So now our focus is on a single

sT
9= (7: t) € Mat(A0)7

where along the way we will explicitly bound ¢, £°2 by appropriate constants.
First let us calculate what the top left entry of u*gu is.

Lemma 3.6. Let u = (‘C‘ g). Then the top left corner of u*gu is given by

s’ :=s-n(a) +t-n(c) + tr(cra).
Proof. This follows from a simple calculation. a
Note in particular that the top left corner s’ only depends on a and ¢ (likewise,

the bottom right corner ¢’ only depends on b and d). This motivates the following
rough strategy:

1. Find a, c € Oy such that s is a fixed power of £.
2. Given a,c, find values for b,d € Oy such that the reduced norm N(u) is
another fixed power of £.

We first concentrate on Step 2, then come back to Step 1 in Sect. 3.4.

3.2 Controlling the Reduced Norm

Let us be given non-zero a,c¢ € Oy, where we assume that n(a) and n(c) are
coprime; this will indeed be ensured. In this section we explain how to find
z,y € Og such that

N (&5) = n(a)n(o) + n(e) n(o) = t(ange) =

for some fixed power £°° (we will eventually have e; = 2¢(). We do not solve this
Diophantine equation directly. Instead, one can see that the problem amounts
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to a pathfinding problem in dimension 1, so that we can invoke the standard
KLPT algorithm. Indeed, an easy calculation shows

n(c) N (CCL z) = n(acy) + n(n(c)z) — tr(n(c)zacy) = n(n(c)x — acy)  (5)
so it suffices to find an w of norm n(c)£® in the right Op-ideal I generated by n(c)
and ac¢. Note that I has norm n(c) because ged(n(a),n(c)) = 1. We can therefore
find such an w with ¢¢0 € O(p**t°(M)) using the KLPT algorithm (heuristically).
Writing w = n(c)o1 + acoa, we can then simply put © = 01,y = —o9.

Equation (5) seemingly comes out of the blue, but there is a conceptual
explanation for it, which is discussed in the full version of the paper [6] and
which may be key to future improvements of the KLPT? algorithm.

3.3 Reduction of the Matrix g

Thanks to the previous subsection, our task has been (essentially) reduced to
finding a,c € Qg in such a way that the top-left entry

s'=K((a,c)) :=s-n(a) +t-n(c) + tr(cra) (6)

of u*gu is some fixed power of ¢, only depending on p. Moreover, we want to
make sure that n(a) and n(c) are non-zero and coprime. We see that K is a
quadratic form on O32, which is a free Z-module of rank 8.

Proposition 3.10. The quadratic form K is positive definite and has determi-
nant (p/4)*.

The goal of this subsection is to describe an intermediate step, where we
wish to find a transformation matrix « making s’ as small as possible. This can
be achieved through lattice reduction: using Proposition 3.10, we see that (6)
expresses s’ as the squared-Euclidean length of a vector in a lattice A C R®
having volume (p/4)2.1° By the Minkowski bound we can find a non-zero vector
with K-value s’ < %\/1_9 Once a, ¢ realizing a small value of s’ are found, we can
complement them with b, d using the KLPT algorithm, as described in the pre-
vious subsection. However, remember that we want n(a) and n(c) to be coprime
for this. Furthermore, to simplify the analysis in Theorem 3.13 below, we will
want s’ to be a prime different from 2 and ¢. Therefore we need some extra
margin; in the full version of our paper [6] we give a heuristic argumentation
showing that s" < ,/p(In p)'/* should always be feasible.

Despite the smallness of s’, the other entries of u*gu may become quite large.
Thus, we use an extra transformation to keep these values contained. For this
we can use a matrix of the form (§¢). To lighten notation, let us explain this
step directly on g, rather than on u*gu:

10 B .g., this follows via the Cholesky decomposition of the matrix in the proof of Propo-
sition 3.10.
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=Q

1 a\* 1 . s as—+r
(69) 9 (%)= (ds+Fn(o¢)s+tr(6zr) +t)
The main observation here is twofold. First s does not change. Second r changes
to as + r, thus we can attain anything in Oy that is congruent to r modulo
s. In particular we can ensure that the coordinates r;,7 = 1,...,4 of r with
respect to the basis from Example 2.1 satisfy |r;| < s/2. This implies that
n(r) < s*(p+5)/8. Note that (} §) € GL2(Op), hence we do not have to worry
about the reduced norm in this step.
Applying this to

first note that
st —n(r') = N(u) = £ € O(p*T°V)

by the KLPT step, where we have used Lemma 2.12. Thus from n(r’) <
s?(p+5)/8 and ' < \/p(Inp)'/4, one finds that ¢’ < (%0 /s’ + s'(p +5)/8 €
O(p3+o(1)/s/).

Finally, we will also want that ¢ { ¢/, or equivalently ¢ 1 n(r’). This is easy
to achieve by slightly tweaking « if needed. Indeed, one easily checks that, by
relaxing the bounds |r;| < s/2 to |r;| < s, it can be ensured that tr(r’) #
—1 mod £. Then, if it so happens that ¢ | n(r’), an extra transformation using
(¢ 1) will fix this issue.

In summary, by applying a suitable transformation g < u*gu, we can reduce
to the case where g has bounded entries satisfying some non-divisibility condi-
tions, at the cost of increasing the determinant from 1 to a power of £. For clarity
we give a definition for this case, while adding in another heuristic assumption,
which should be satisfied with overwhelming probability:

Definition 3.12. A matriz

g= (j:), $,t € Z~g,m € Oy, st —r7 >0

is called ¢-reduced
— det(g) = st — n(r) = £ for some ey > 0,

- s< \/ﬁ(lnp)l/‘l is a prime number not dividing 2/t,
— n(r) < s%p is not a multiple of £.

The extra assumption is s { t. Note that the conditions imply s 1 n(r) and
lft.
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3.4 Controlling the Top-Left Entry and Finalizing the Algorithm

Starting from a reduced matrix ¢ as in Definition 3.12, with determinant ¢ ¢
O(p*+t°M), we now show how to find a matrix u, of ~-power reduced norm, such
that u*gu has a top left corner equal to £2 for some e; > 0. As discussed before,
this amounts to solving the Diophantine equation

22 = sn(a) +tn(c) + tr(cra) (7)

in such a way that ged(n(a),n(c)) = 1, and complementing with appropriate b, d
via the KLPT algorithm.

Theorem 3.13. Let g € M2(Og) be an (-reduced matriz as in Definition 3.12.
There exists a (heuristic) polynomial-time algorithm that finds a solution to (7)
with n(a) and n(c) coprime, provided that £°2 € Q(p®-5+oV)).

Proof. We make the following restrictions: we take a of the form a; + asi € Z[i]
and we take ¢ of the form ¢17j + coTk € TjZ][i]. Since tr(¢Fa) is zero for every
such choice of a, ¢, equation (7) simplifies to £°2 = sn(a) + t n(c). We then solve
the quadratic equation

tn(c) = tpn(r)(c? + ¢2) = £°> mod s.

Since s is an odd prime and s 1 ¢, p,n(r), ¢, this provides us with an irreducible
conic equation over Iy which always has a solution: this gives us ¢, with ¢q,c5 €
{0,...,s—1}. Now we have that £°2 — ¢t n(c) is divisible by s, reducing to

€2 _ tn
B o), 0
Since a € Z[i] this can be solved using Cornacchia’s algorithm, provided we know
the factorization of £°> — t n(c). Thus we iterate until (8) has a solution and we
can factor £°2 — t n(c) efficiently. Here one expects a polylogarithmic number of
iterations. The reason for the size constraints on ¢£¢2 is that one needs ¢°2 —t n(c)

to be positive, as otherwise it cannot be the sum of two squares. From

pto)
tn(c)=t-p-n(r)-( +c3) €O< .

p- 82]9 .9 82) c O(p6.5+o(1))

the bound follows. Note that (8) does not guarantee that ged(n(a),n(c)) = 1,
so a number of retries, each time choosing different representants of ¢, co mod s
(or choosing a genuinely different solution to the above quadratic equation over
F,), may be needed. This does not affect the above asymptotic estimate.

O

Remark 3.14. In particular, from (8) it is clear that ¢ should be chosen such
that £ 1 n(c), for otherwise ¢ | gcd(n(a), n(c)). This is the reason for the condition
£4n(r) in Definition 3.12. It is interesting to specialize this to our main case of
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interest £ = 2: both n(r) and ¢? + ¢ should be odd. Then, assuming eg, ez > 2,
equation (8) implies that

—tn(c) = —tpn(r)(c+c3) =sn(a) mod 4 = —t*p(c? +c3) = n(a) mod 4,

showing that n(a) = —1-3 -1 = 1 mod 4. This is a necessary condition for the
Cornacchia-step to succeed.

We are now ready to prove our main result:

Proof of Theorem 3.1: The algorithm to find v € M3(Op) when given

_[(s1 T [ S2T2
g1 = <r1 t1> , g2 = <r2 t2> € Mat(Ay)

is summarized in Algorithm 1. From the preceding discussions, it should be clear
that all steps are heuristically polynomial-time. As for the output length, note
that the matrices uq, us produced in Step 7 have reduced norm ¢°* with e; = 2eg,
and for ¢ = 1,2 the upper-left entry of u}g;u; equals £°2. Thus, from (4) we find
that v has reduced degree

¢ = 62(81—"—62) _ ([%)4 . (662)2 c O(p12+o(1) _p13+o(1))
in view of the KLPT bound and Theorem 3.13. O

Algorithm 1: KLPT?: An algorithm to solve the quaternion /-isogeny
path problem in dimension 2

Input : g1,g92 € Mat(Ay)

Output: v € My(O) such that v*gey = (¢g; with £¢ € O(p?°+¢)

1 For i=1,2 do

2 Find a, ¢ using lattice reduction such that ged(n(a),n(c)) =1, and
sin(a) +t;n(c) + tr(cr;a) < /p(lnp)t/4 is prime (not 2, £).

3 Find b, d using KLPT as described in Section 3.2 such that the
reduced norm of u:= (¢ }4) is £°.

4 | Find o such that ¢’ = (;; ’t“,/) = (2 Durgiu(§ ) is reduced.

5 Find &', ¢’ using lattice reduction such that ged(n(a’),n(¢')) =1 and
s'n(a") +t' n(c’) 4+ tr(¢'#a") = £°2 using Theorem 3.13.

6 Find &', d’ using KLPT as described in Section 3.2 such that the
reduced norm of u' = (‘é: Zl,) is (0.

7 | Letu, =u({ ).

@

Compute 7 connecting ujgius and ujgous as in Lemma 3.3.
Return v := upruy " N (u;) as in (4).

©

The algebraic pathfinding problem was studied here for N = /¢ similarly to
the original KLPT algorithm. However, it is clear that both KLPT and The-
orem 3.13 can be adjusted to any number that is big enough; see also [25].



KLPT?: Algebraic Pathfinding in Dimension Two and Applications 185

Now by invoking powersmooth versions of KLPT and Theorem 3.13 we get a
powersmooth degree isogeny, since the product of powersmooth numbers is still
powersmooth. This implies the following version of Theorem 3.1:

Theorem 3.15. There exists a (heuristic) polynomial-time algorithm which
upon input g1,92 € Mat(Ag) and a smoothness bound B returns v € Ma(QOp)
such that

V927 = Naga
where N € O(p**+°(M) is B-powersmooth.

4 Translating Between Matrices and Isogenies

The main applications of the standard KLPT algorithm go hand in hand with
efficient methods for converting left (non-zero) ideals of Oy into isogenies ema-
nating from Fy and vice versa. Likewise, in order to put KLPT? to practical
use, we need methods for translating appropriately chosen 2 x 2 matrices with
entries in Qg to polarized isogenies emerging from Ag and conversely.

The analogy with the elliptic curve case becomes more apparent when noting
that Ma(Qy) is a principal ideal ring. Consequently, we have a natural identi-
fication of left ideals I C My(Qg) with their generating matrices v € My(Oy),
up to left-multiplication with elements of GL2(Op). On a high level, the known
approaches for translating between ideals and isogenies in dimension one carry
over to dimension two. But in the case of isogeny-to-ideal conversion there is an
important caveat: the ideal returned by the standard isogeny-to-ideal approaches
is described in terms of multiple generators, and extracting a single generating
matrix from this description is not a trivial task. Indeed, a large part of Chu’s
thesis [11, Chapter 2] is devoted to the design of a sub-exponential time algo-
rithm for solving this instance of the principal ideal problem (PIP).

In this section, we describe some first routines for converting matrices to
isogenies and vice versa; our main result is presented in Sect. 4.2, where we show
how to by-pass the PIP for powersmooth-degree isogenies. Then, in Sect. 5, we
will enhance these basic routines through the use of KLPT?2.

Remark 4.1. At several points in the remainder of this article, we use an unspec-
ified algorithm which upon input of

— a principally polarized abelian surface A over a finite field Fy, described
either as the Jacobian of an explicit genus-2 curve C/F, (with the canonical
polarization) or as the product of two explicit elliptic curves Ey, Ey over F,
(with the product polarization),

— asubgroup K C A(F,) which is also a maximal isotropic subgroup of A[(°]
with respect to the £°-Weil pairing, for some given prime power ¢¢,

— apoint P € A(F,),
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computes, in time polynomial in log ¢ and ¢, the codomain of a polarized isogeny
o with kernel K, again described as either an explicit Jacobian or an explicit
product of two elliptic curves,'! along with the image point ¢(P). E.g., if £ = 2
then this can be done through an e-fold application of the classical formulae
due to Richelot [42]; the occasional gluing and splitting steps can be handled
using [28]. In general, it is hard to pinpoint one concrete reference for the com-
plete statement, but the existence of such an algorithm is considered folklore,
with all ingredients to be found in [14-16] and the aforementioned references.

4.1 Matrices to Polarized Isogenies from Ag

This is stated in [11, Section A.2] as a “required routine”, but no details are
given, even though the method is not too surprising. The input is a matrix v €
M (Oy) of reduced norm N2, where N = NN, - - - N, is assumed powersmooth,
i.e., the factors IV; are pairwise coprime and bounded by B for some constant
B = poly(logp). In view of Remark 2.5, we also assume that the kernel of ~,
when identified with an endomorphism of Ay, is a maximal isotropic subgroup
of Ap[N] with respect to the N-Weil pairing for the product polarization Ag. (If
~ fails to meet this condition, then our method will detect this along the way.)
The desired output is a chain of polarized isogenies

Ag 5 A) B2 A, B2 2 A, (9)

of respective reduced degrees N;, such that ker(y) = ker(¢,0---0pz0p1), where
each A; is either a product F; x Fs of two elliptic curves equipped with the
product polarization, or the Jacobian Jac(C) of a curve of genus 2 equipped
with the canonical polarization. The method is summarized in Algorithm 2. We
refer to the full version of our paper [6] for a more detailed discussion.

Algorithm 2: MatrixTolsogeny: powersmooth degree
Input :~ € My(Oy) with degrd(y) = Ny - - - N, powersmooth
Output: polarized isogenies ¢, o -0y : Ag — A, with degrd p; = N;

Ay N’yfl, po = id.

Fori=1,...,r do

P;, Q; — basis of Ey[N,].

Si — 7 {(P;,0),(0, P;),(Q:,0),(0,Q4)})-
// Generators of (ker~)[V;].

gk W N =

Fori=1,...,r do
7 Si e (pi—1 0 0p0)(Si)-
@i < isogeny A; 1 — A; with kernel (S;).

=]

9 Return ¢, o0-- 0 : Ag — A,.

' In general, it is possible that this concerns a pair of conjugate elliptic curves over

F,2, i.e., the codomain concerns a Weil restriction. But in our case, where we work
with superspecial abelian surfaces over an extension of Iz, this does not occur: the
two elliptic curves are necessarily supersingular, hence can be defined over F,2.
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4.2 Polarized Isogenies from Ay to Matrices

Conversely, given a chain of polarized isogenies emanating from Ay as in (9),
where the degrees N; = deg ¢; are pairwise coprime and bounded by B, here the
goal is to produce a matrix v € My(Op) such that ker(y) = ker(¢, - - - @2 0 ¢1).
Such a matrix is uniquely determined up to left-multiplication with an element
of GL2(Og) and will automatically satisfy

Ygry=N-Ip

with N = NNy ---N,, for some representant g, € Mat(Ag) of the class in
MatO(AO) corresponding to the principally polarized abelian surface A,. Note
that g, can then be computed as Ny*~1y=t = N(yy*)~L.

This conversion can be done as in Algorithm 3, which at a high level coincides
with Chu’s method from [11, Algorithm A.2.2]. Concerning Step 3, recall that
N; < B implies that the elements of G; are defined over an extension field
of degree O(B?). The main difference with Chu’s method lies in how we handle
Step 6, which we have labeled as the “key step”. This is where Chu invokes a sub-
exponential time algorithm for the PIP in My (Oy), described in [11, Chapter 2].
We by-pass the need for invoking a PIP solver, by instead running the following
polynomial-time method. It is clear that we can assume that N; = £° equals a
power of a prime number £.

Algorithm 3: IsogenyToMatrix: powersmooth degree

Input : chain ¢, 0---0¢1: Ag — A, of polarized isogenies
with N; := degrd(y;) < B pairwise coprime
Output: v € M2(Op) such that ker(y) = ker(p, o -+ 0 1),
gr € Mat(A4y) corresponding to A,
1 77 < ]12.
2 Fori=1,...,7rdo
G — (i—1 0+ 0 P20 @) (ker p;) C Ag[Vi].
// Pulling back the kernel of ¢; to Agp.
K; < ~(G;). // Pushing the kernel forward under 7.
v; «— matrix with kernel K;. // *** key step *x**
v Y-
s Return vy, Ni---N.(yy*)~ L.

N 0 s W

We first describe the method in case e = 1, i.e., N; = £. Then K; = (Z/{Z)*.
Consider Ay = E? together with the natural projection maps

E()XEO

EO EO
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For each j = 1,2 the projected subgroup 7;(K;) C Ep[f] is either trivial, a cyclic
subgroup of order ¢, or all of Ey[¢]. Moreover, if 71 (K;), m2(K;) C Ep[f] then
necessarily both groups are cyclic, i.e., K; = ((P, 00), (00, @)) for order-¢ points
P, Q € Ey. Based on this observation, we make a case distinction:

(1)

(iii)

Assume 71 (K;) = Ep[f]. Let Py, Py be a basis of Ey[¢]. Then
(Pr, M1 P14+ MiaPs), (P2, Ao1 P+ A2 P2) € K

for certain integers Aji, and these points necessarily generate K;. We claim
that we can find an endomorphism a € Oy such that

Q(Pj) = )\jlpl -+ )\jQPQ

for j = 1,2, so that K; = ((P1,a(Py)), (P2, a(P2))) and then we can take

- (to
Yi=\_41

whose kernel contains K; (but then for norm reasons equality must hold).
The existence of a follows because the ¢* elements of Og/lO, all act
differently on Ey[¢] (indeed, if two endomorphisms ai,as are such that
Eo[f] C ker(ay — ag), then necessarily ¢ | a1 — az). In practice, finding a
is just an easy linear algebra problem mod ¢ (express a as an unknown lin-
ear combination of the basis from Example 2.1, evaluate at P;, P>, and solve
for the coefficients).

Assume mo(K;) = Ep[¢]: this is of course entirely analogous, leading to a

matrix of the form
o 1—a
fY’L - 0 g .

If K; = ((P,00),(00,Q)) for order-¢ points P,Q € Fy, then we can easily
find an endomorphism b € Op such that b(Q) ¢ (P).'? The matrix

10
Yo = <O 1> S GLQ(O())

transforms K; into the group vo(K;) = (P, 00), (b(Q), Q)). This group sat-
isfies 71 (70(K;)) = Epll], so using (i) we can find a matrix - such that
vo(v0(K;)) = 0. Letting v; = {70, for norm reasons we can conclude that
ker(vy;) = K;.

The case where N; = £¢ for arbitrary e > 1 can be handled by iterating this

procedure. For ease of exposition, let us first assume that

Z  Z
T AT A

12 We thank the ISOCRYPT brainstorm team for their help with this step.
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Then the method is totally straightforward and can be found in Algorithm 4.
Note that this algorithm does not assume that ¢¢ is polynomially bounded, i.e.,
we can drop the powersmoothness assumption, as long as the elements of K; are
defined over )2 or a small-degree extension thereof.!?

Algorithm 4: IsogenyToMatrix: ¢-power degree

Input : subgroup K = (Z/¢°Z)? of Ay generated by points defined
over a small extension of IF)2
Output: v € M2(0Op) such that ker(y) = K

1’y<—]12, K1<—K
2 Fori=1,...,edo
3 GineiiKi.

4 i < matrix with kernel G;. // Method for (¢, {)-subgroups.
5 | 77y K< vi(Ki).
6 Return ~.

This method can be easily adapted to work for arbitrary kernel types, i.e.,
of the form

K~ Z Z Z
T A T i A 17
for some f € {0...,|e/2]} [24, Proposition 2], again as long as this kernel
is generated by points defined over a small extension of F,2. (We can always
reduce to the case of 3 or fewer generators: if there are 4 generators then the
corresponding matrix ; factors through ¢l and one can reduce to the case of
reduced degree °~2.) The main caveat lies in Step 3 of Algorithm 4, where one
should be more careful: indeed, in this case (" K; % Z/{Z x Z/{Z. A clean
workaround, which serves as a warm-up for Sect. 5.4, is to define the subgroup

7 Z
K/ ={7P R ~_"— x—
with P € K; any point of order ¢¢ and R € K; any point of order ¢/ that is
not halvable in K;. Since e 5, (£ /P, R) = ep \,(P,R) = 1, this concerns a
maximal isotropic subgroup of Ag[¢f]. We can now run Algorithm 4 on input
K|, returning a matrix v;, and then rerun the algorithm on input

Z Z
K o~ K. !~ [
WD = Ko/ K[ = 520 X o,

after initializing v <« +/ rather than v « I in Step 1.

13 Of course, this rationality assumption still comes with an implicit bound, i.e., of the
kind £¢ | p” — (—1)" with r the extension degree. In Sect. 5.2 we will use the KLPT?
algorithm to get rid of this bound.
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5 Applications of KLPT?

We are ready to discuss a number of applications of the KLPT? algorithm.

5.1 Constructive IKO Correspondence

For elliptic curves, the constructive Deuring correspondence asks to solve the
following problem: upon input of a maximal order O C B, , return a supersin-
gular elliptic curve £/F,2 such that End(E) = O. The KLPT algorithm can be
turned into a heuristic polynomial-time algorithm for solving this problem. At a
high level, the method works as follows. One starts from an elliptic curve Ey/F 2
having a known, special extremal endomorphism ring End(Ey) = Og. Using the
KLPT algorithm, one computes a left ideal I C Oy of powersmooth norm N
connecting Oy and O. This ideal can then be converted into an isogeny emerg-
ing from Ey using the elliptic-curve counterpart of Algorithm 2. The codomain
of this isogeny is a valid output for the constructive Deuring correspondence.
For unpolarized superspecial abelian surfaces, the direct analog of the con-
structive Deuring correspondence is void: all such surfaces are pairwise isomor-
phic and therefore share the same endomorphism ring, namely My (Qg). However,
in the principally polarized case, the endomorphism ring comes equipped with
an extra datum: the Rosati involution, which as explained in Remark 2.9 is
completely encoded in the matrix g € Mat(Ag) corresponding to A. Therefore, a
more meaningful counterpart of the constructive Deuring correspondence reads:

Theorem 5.1. (constructive IKO correspondence). There exists a
(heuristic) polynomial-time algorithm which upon input g € Mat(Ay), either
finds two elliptic curves Eq1, E5 or finds a genus-2 curve C such that for

(A, \) = (Ey x Eq, product polarization), resp.
(A, A) = (Jac(C), canonical polarization),

we have (A, \) = (Ao, = (g)), with p the map from Theorem 2.8.

Proof. Using our pathfinding algorithm from Theorem 3.15 we can find v €
M5 () such that
7 gy = Ny,

with N powersmooth. To produce the desired output, one then simply converts v
into a polarized isogeny emanating from Ay using Algorithm 2. If the codomain
of this polarized isogeny is a product F; X E3, we output E7, Fs; when landing
on a Jacobian Jac(C), output C. O

5.2 Relaxing Powersmoothness Assumptions When Translating
Between Matrices and Isogenies

(i) Matrices to Isogenies from Ag in Arbitrary Degree. Let us be given
a matrix v € My(Op) as in Sect.4.1, but we drop the assumption that N is
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powersmooth. We claim that, using KLPT?, we can nevertheless convert - into
a polarized isogeny ¢ emanating from Ag. This mimicks well-known techniques
from the elliptic curve case [21,45]. First, recall that a matrix g € Mat(Ay)
representing the codomain can be computed as g = N(yy*)~!. Then, using
Theorem 3.15, we can find a matrix 7/ and a powersmooth integer N’ such
that v*gy' = N’ - I, and we know that 7,+’ correspond to polarized isogenies
©, ¢’ with the same codomain, i.e. p,¢’ : Ag — A, where degrd(p) = N and
degrd(¢’) = N’. We can compute ¢’ as a composition of small-degree isogenies
using Algorithm 2, which also reveals A. We have N’ = ¢'¢'¢ where we note
that

Fo=X"9" A =A@ Mo Ay A e € End(Ag)

can be identified with 7"*gy € M2(Op). Thus we can evaluate

L,
@(P) = ﬁsﬂ’(v’ g7 P)

on any input point P whose order is coprime with N’. This is enough for con-
sidering ¢ as being known, e.g., in view of [39,40].

Remark 5.2. (matrices to isogenies from Ao in smooth degree). If N is smooth
(but not powersmooth, so that Algorithm 2 may not be applicable) then the
above “evaluation representation” of ¢ may not be the preferred format. Rather,
one may want an explicit decomposition ¢ = ¢, o---0p; into isogenies of small
degree. A polynomial-time conversion between these formats is possible through
a repeated use of a higher-dimensional analogue of [40, Corollary 6.8], but this
seems impractical. Alternatively, this can be handled using multiple applications
of KLPT? as outlined in Algorithm 5.

(ii) Isogenies from Ay to Matrices in Smooth Degree. The KLPT? algo-
rithm can also be used to convert polarized isogenies from Ag into matrices when
the degree is smooth, rather than powersmooth. For this we recycle a trick due
to Eisentrager, Hallgren, Lauter, Morrison and Petit [21, Algorithm 9]; see also
Wesolowski [45, Algorithm 3]. The method is detailed in Algorithm 6, where we
note that Steps 3-9 are trivial at iteration i = 1.

5.3 Translating Between Matrices and Isogenies from Other
Starting Surfaces

(i) Matrices to Polarized Isogenies. Next, let us be given a matrix g; €
Mat(Ap) and a matrix v € Ma(Op) of reduced norm N2 (for arbitrary N), with
the promise that « defines a polarized isogeny emanating from (Ao, A1), where
A1 = pu~Y(g1) is the principal polarization corresponding to g;. Our goal is to
tackle the following enhanced version of the constructive IKO correspondence:
return the top row in a commutative diagram of the form
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Algorithm 5: MatrixTolsogeny: smooth degree
Input :~ € My(Op) with degrd(y) = N1Na--- N, where N; < B
Output: polarized isogenies ¢, 0 --- 01 : Ag — A with degrd p; = N;

1 Fori=1,...,e—1do

2 G; — (kerv)[N;].

3 i < matrix with kernel G;. // Step 6 in Algorithm 3.

4 |y

5 Ye =7, 7 I

6 // Input 7 decomposed as 7.---71; then reinitialize 7.
7 Fori=1,...,edo

8 VY-

9 gi < NiNy--- N;(yvy*)~!. // Codomain matrix of ¢;.

10 Find v/ € M2(Oq) and powersmooth N’ coprime with N3N --- N;
s.t. v*g;v' = N’ -Iy. // Mild strengthening of Thm 3.15.
11 Using Algorithm 2, convert v’ to polarized isogeny ¢’ : Ag — A;.
12 G, «— ker(3Y")[N;]. // Note ¥ = N;Ny--- N;y~ L.

13 v; < adjoint of isogeny A; — A;_; with kernel ¢'(G;).

14 Return ¢, o0---0¢p; : Ag — A..

Jac(Cy) or ¢ Jac(Cy) or
—
E11 X E12 E21 X E22

% lg

(Ao, A1) —— (Ao, X2).

That is, for ¢ = 1,2 one should return the underlying genus-2 curve C; or elliptic
curves F;1, E;o, along with an efficient representation of . This can be done as
follows. If N is powersmooth, then using a mild strengthening of Theorem 3.15
we can compute a matrix K € My(Qp) and a powersmooth integer K such that
ged(K,N) =1 and k*g1k = K - I5. This implies that

(vK)*g2(vk) = NK -1
with go = pu(A2) = Ny*~1g1y~1. We can then run Algorithm 2 on input 7, first
processing the factors of K, to end up with an isogeny that naturally factors as

Jac(C1) or e Jac(Cy) or
E11 X E12 E21 X E22 '
hence the desired output. If NV is not powersmooth then we first apply Theo-

rem 3.15 to replace v with a matrix 4/ of powersmooth reduced norm N’? (i.e.,
satisfying v*goy’ = N’ - g1) and proceed as in Sect. 5.2.

(A07 A0) —
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Algorithm 6: IsogenyToMatrix: smooth degree

Input : chain @, 0---0py : Ay — A, of polarized isogenies
with N; := degrd(p;) < B

Output: v € M2(0Op) such that ker(y) = ker(p, o -+ 0 1),
gr € Mat(Ay) corresponding to A,

1 77« ]12.
2 Fori=1,...,rdo
3 gi — Ny---N;_1(yy*)~ L. // Codomain matrix of ¢; 1.
4 Find v € M2(Op) and powersmooth N’ with ged(N’, N;) = 1 and
v*g;¥' = N'-I5. // Mild strengthening of Theorem 3.15.
Using Algorithm 2, convert 4’ to polarized isogeny ¢’ : Ag — A;_1.
// Domain of ¢;.
Gi — ¢'(ker ;) C Ag[N;].
// Pulling back the kermnel of ¢; to Agp.
K; — +'(G;). // Pushing the kernel forward under ~'.
10 v; < matrix with kernel K;. // Step 6 in Algorithm 3.
11| Y= 7Y
12 Return v, Ny--- N.(yy*)~ L

© 0w N O w

(ii) Polarized Isogenies to Matrices. We can easily extend the foregoing
methods for isogeny-to-matrix conversion from (Ag, Ag) to any principally polar-
ized starting surface (A, A), say given as a Jacobian Jac(C) or a product of elliptic
curves Fy X FEs, as soon as a corresponding matrix g € Mat(Ap) is known. As
for the output matrix,

— let us recall from Sect. 4.2 that it is determined up to left-multiplication with
an element of GL2(Op) only,

— in addition, if in the method below one replaces g with a different representant
of its class in Mat®(Ag), then this amounts to right-multiplication with an
element of GLy(Op).

The problem of isogeny-to-matrix conversion easily reduces to the case (A4, \) =
(Ao, Ag). Indeed, by means of Theorem 3.1 we can find a matrix 7/ with reduced
degree 2¢ connecting I and g. Using Algorithm 5 this matrix can be converted
into a polarized isogeny ¢’ : (Ag, Ag) — (A, A), represented as a chain of (2,2)-
isogenies. Now if ¢ is a polarized isogeny emanating from (A, ), then @ o ¢ is
a polarized isogeny emanating from (A, \o), and if  is a matrix corresponding
to o ¢, then y9'~! is a matrix corresponding to .
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5.4 Attacks on CGL Hash Functions

We now arrive at our main cryptographic application: finding collisions for two-
dimensional variants of the Charles—Goren—Lauter (CGL) hash function [8], in
the case of an untrusted set-up.

CGL Hash Functions in Dimension Two. In 2018, Takashima [43] proposed
the first such variant, using random non-backtracking walks in the (2, 2)-isogeny
graph of superspecial principally polarized abelian surfaces. It was observed by
Flynn and Ti [24] that such hash functions admit trivial collisions, coming from
the fact that every (4,2,2)-isogeny admits three different decompositions into
two (2, 2)-isogenies. Therefore, starting with [7], all subsequent proposals restrict
to “good” chains of (2, 2)-isogenies, i.e., composing to a (2¢,2¢)-isogeny for some
e > 1. This means that the kernel of every outgoing (2,2)-isogeny trivially
intersects the kernel of the dual of the previous, incoming (2, 2)-isogeny.'*

Let us briefly detail how CGL hash functions in dimension two are cur-
rently constructed, generalizing from (2,2)-isogenies to (¢, £)-isogenies for any
small prime ¢. During set-up, an initial node in the graph is chosen, correspond-
ing to some superspecial principally polarized abelian surface A, as well as ¢3
“allowed” outgoing edges, corresponding to a subset of the set of (/2 +1)(£+ 1)
outgoing polarized (¢, £)-isogenies from this initial node. At each node, the outgo-
ing edges are sorted in some deterministic way; e.g. by comparing the invariants
of all the neighbor nodes. The input message mess is mapped deterministically
to (my,ma,...,my) € {0,1,...,¢3 — 1}*, with some padding if necessary. To
hash, one of the ¢3 allowed edges is chosen according to the value of m1, and we
compute the corresponding neighbor node, yielding a new principally polarized
abelian surface A,. Using the value ms, we choose one of the £3 outgoing edges
corresponding to an (¢, £)-isogeny whose kernel trivially intersects the kernel of
the dual of the previous (¢, £)-isogeny. This results in a node corresponding to a
surface A3 and we repeat this process until we have landed on a node correspond-
ing to a surface Ap4+1. We deterministically map suitable invariants of Agy1 to
{0,1}", where n ~ 3logp, and use this as the output of our hash function.

KLPT? Produces “bad” Chains. In dimension one, the KLPT algorithm
can be used to compute second pre-images for the CGL hash function as soon as
the endomorphism ring of the starting curve is known [21]. In dimension two, a
very similar reasoning applies as soon as a matrix g; € Mat(A4g) corresponding
to the initial node is known: given a message messy,

— using the method from Sect.5.3(ii), one can compute a matrix gyi1 corre-
sponding to its hash value Ay,

— using KLPT? on input g1, gry1, one then computes a connecting matrix -y
corresponding to a polarized isogeny of reduced degree £¢; with overwhelming
probability this will be different from the isogeny hashing mess,

14 Rather than merely not coinciding with it: this is how “non-backtracking” was under-
stood in Takashima’s proposal [43].
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— as outlined in Sect.5.3(i), one can then effectively convert 7 into a chain of
(¢, £)-isogenies from Ay to Agiq.

But, alas, this chain will fail to hash a second pre-image messs, because with over-
whelming probability it will not be a “good” chain. Indeed, in general, KLPT?
fails to return (£¢, £¢)-isogenies in view of Corollary 5.4 below:

Lemma 5.3. Let a,c € Oy be non-zero elements such that ged(n(a),n(c)) =1
and assume that £ 1 n(a),n(c). Let b,d € Oy be such that

vw=r = (Cy)

computed by finding an element of norm n(c)€% in n(c)Og + acOy via the KLPT
algorithm, as explained in Sect. 3.2. Assume that the degree-£°° component of
this element is cyclic (this is generically expected). Then ker(u) = Z /(7.

Corollary 5.4. Under the assumption from Lemma 5.3 that the KLPT algo-
rithm produces cyclic isogenies, to describe the kernel of the matriz v € Mo (Qg)
returned by Algorithm 1, one needs at least 3 generators.

Under plausible heuristic assumptions, one can be more precise about the
structure of ker(y). In the full version of our paper [6], we argue that

7 7 7
6261+2622 x Eel—&-QGQZ X éelz

ker(y) = (10)
holds with a probability that is bounded (from below) by a constant only depend-
ing on ¢ and converging to 1 as £ — oco. Consequently, this is expected to be true
after a constant number of reruns of KLPT? if needed. Here the exponents e, es
are as in Sect. 3.1; recall from (4) that the final exponent e arises as 2e; +2e with
e1 = 2eg. We stress that, while it is convenient to restrict to the shape (10) for
expository purposes, our collision finding method outlined below can be adapted
to any other isomorphism type.

Collision Finding. While second pre-images seem out of reach, the KLPT?
algorithm still lends itself to finding collisions, as we now discuss. The first step
is to run KLPT? on input g1, g1, resulting in a matrix v € Ma(Op) defining a
polarized endomorphism

(Ao, A1) — (Ao, A1), A1 = (Ao, A1), g1 = (A1)

of reduced degree ¢¢. In view of the previous discussion, we can assume that
ker(7y) is of isomorphism type (10).

Then the idea for converting - into a collision is inspired by the reasoning at
the end of Sect. 4.2, where it was argued that there exists a subgroup of ker(~)
determining a polarized (€€, £¢1)-isogeny 1 : (Ao, A1) — (Ao, ), through which
~ factors, in such a way that the remaining factor v2 : (Ag,A) — (Ao, A1) is
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a polarized (¢¢112¢z ge1t2e2) jsogeny. Thus we have two “good” paths 71, 72
emanating from (Ap, \;) with the same codomain: this is the algebraic version
of the desired collision. If we effectively succeed in finding ~1,72 then these
matrices can be converted into two colliding isogenies emanating from A;, by
following the procedure described in Sect. 5.3.

In Sect.4.2 we also had an explicit description of the subgroup ker(y;),
namely

(¢ert2e2 p R) (11)

where P € ker(y) is any point of order ¢ = ¢2¢+2¢2 and R is any point of
order ¢¢* that cannot be divided by ¢ inside ker(vy). This explicit description is
of lesser use to us, because the generators in (11) are in general defined over a
huge-degree extension of Fj,> only. Before explaining our workaround, let us note
that many other subgroups of ker(vy) are equally valid choices: the only crucial
features are that

— the subgroup is isomorphic to (Z/¢1Z)?, i.e. v is a “good” chain of isogenies,
— it contains a point R that is not divisible by ¢ in ker(vy), so that

ker(7)
~ (7 gel+2622 2’
oy = @/ )

i.e., also the cofactor 5 is a “good” chain of isogenies, and
— it concerns a maximal isotropic subgroup with respect to the £°1-Weil pairing
for A1, so that v is a polarized isogeny.

The following lemma shows that «; can be built following a “greedy” app-
roach.

Lemma 5.6. Consider any subgroup G = (Z/l17)3 of Ao[¢?'] and let K; C
G[{] be mazimal isotropic with respect to the {-Weil pairing eg »,. Consider the
following iterative procedure for i > 2: let K; be any subgroup of G for which

Z Z
K; D K1, K; = AN IA ez | Kixx;, = 1. (12)
Then, regardless of the choices made, this procedure can be repeated up to i = eq,
and for every i we have that K; is maximal isotropic with respect egi y, .

We start with any subgroup K; C (ker~y)[{] that

— is maximal isotropic with respect to ey ,,
— contains (171 R € K, with R a point that is not divisible by ¢ in ker(y).

Then the subgroup K., produced by Lemma 5.6 will indeed be a suitable instance
of ker(7y;). A point of the form ¢°1~! R can be found by taking any order-¢ point
independent of ker(7) and ker(u;), and taking its image under u;. Once K; is
fixed, we look for a matrix k1 € My(Qg) with kernel H; = K;. We then know that
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7 factors through 1, and continue with the remaining factor yr;*: we look for
any maximal isotropic subgroup Hy 22 (Z/¢Z)?, with corresponding matrix ko,
which forms a “good” extension of k1. We then continue with 'ynl_lnz_ 1 and so
on. In this way we implicitly build a tower of subgroups K; = (kerk;0---0k1) as
in Lemma 5.6. Eventually, this leads to (see the full version [6] for more details):

Proposition 5.1. Assuming knowledge of a matriz g1 € Mat(Ayp) corresponding
to the initial node, under plausible heuristic assumptions, collisions for the two-
dimensional variant of the CGL hash function can be produced in polynomial
time.

We deem it likely that all currently known ways for constructing a super-
special principally polarized abelian surface A; implicitly reveal an isogeny to
E2. This would be analogous to the current situation for supersingular elliptic
curves [2]. See the full version of this paper [6] for an extended discussion.
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